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AHHOTaUMA

HacTtosiwee PykoBoactBo ponosiHseT gokymeHT "XTAW.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTtBo aaMuHuctpatopa 6e3onacHoctn. O6was dacte" npu  ucnonb3oBaHun CK3U nop
ynpasnexHunem OC Solaris 10/11.

NHCTpyKuUMK aAMWHUCTpaToOpaMm 6e3onacHocTn " nosb3oBaTensm Pa3/INYHbIX
aBTOMaTM3MPOBaHHbIX cucTteM, mcnonb3ywwmx CK3U Kpuntollpo CSP, nomxHbl pa3pabaTtbiBaTbCs C
y4yeToM TpeboBaHMIA HAaCTOSLLEr0 AOKYMEHTA.

Cnncok cokpalleHunm

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

™M TMO6KMIM MarHUTHLIN AUCK

ACH [JaTtunk cnyyarHbix ymcen

HDD XXeCTKMn MarHUTHbIN ANUCK

HCA HecaHKLUMOHNPOBAHHbIA AOCTYN

OC OnepauunoHHasa cmctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKc

no MporpamMmmHoe obecneyeHune

PernameHT COBOKYMHOCTb MHCTPYKLWI U APYrOi pernameHTmupyroLwen

[OKyMeHTaummn, obecneumsatoLlen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOM CUCTEMbI BO BCEX PEXMMaAX.

CepTtudukaTt DNEeKTPOHHbIN AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb
K/1t04a NPOBEPKUN 3/TIEKTPOHHOM MOAMNUCU U OmnpeaeneHHbIX
aTpnbyToB KOHKpeTHOMY aboHeHTy

CepTtudurkauus Mpouecc n3rotoBneHns ceptudukaTta Kaoua NnpoBepKu
3N1EKTPOHHOM noanucn aboHeHTa B LeHTpe cepTudukaumm

CK3u CpenctBo kpunTorpadunyeckon 3awmTbl MHGOPMaLmm

aNn DNeKTpOHHas Noanucb

1. OCHOBHble TeXHU4YecKmne aaHHble N Xapaktepuctnkm CK3U

1.1. lMNMporpaMmMHoO-annapaTHble cpeabl

CK3WN Kpuntollpo CSP noa ynpasBnenHmem OC Tuna Solaris ncnonb3yeTcs B MNporpaMMHoO-
annapaTHbIX cpejax:

- OC Solaris 10/11 (sparc, ia32, x64).

Mpun HeobxoanmocTn, ana ncnono3osaHusa CK3U yposHa aapa OC apxutekTypbl IA32 cnepyerT:

e [ina OC Solaris 10 o6bHoBUTb cuctemy Ao ucrnpaeneHus 142901-03 v ycTaHOBWUTb UCMpaBNeHUEe
IDR144030.

Co cpokaMu 3KChyaTalum ornepaumoHHbIX CUCTEM, B Cpede KOTopbiX yHKLMOHMpYyeT CK3MU,
MOXXHO 03HAaKOMWUTbLCS MO CleAyloLeMY aapecy:

<http://www.sun.com/service/eosl/solaris/solaris vintage eol 5.2005.xml

1.2. BapuaHTbl ncnonHeHmns CK3U

CK3U ansa pabotbl ¢ OC Solaris 10/11 n3rotoBnseTcsa n pacnpocTpaHseTcs B ABYX BapuaHTax
WCMNOTHEHWUIA:

WNcnonHeHune 1 - CK3W knacca 3awmnTtbl KC1.
NcnonHeHune 2 - CK3W knacca 3awmnTtbl KC2.

MpepynpexaeHne. [llpn wucnonb3oBaHuu wucnosHeHns 2 CK3W Ha nnatdopme sparc
nonb3oBaTesnbCKMe  KAYM  AO/MKHbl  6biTb  BblpaboTaHbl Ha APM, oOCHaleHHOM CK3H,
cepTnuduumpoBaHHbIM Mo knaccy 3awmtbl KC2 n pyHKUMOHUpYOWnmM noa ynpasneHmem OC Windows.
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1.3. Knio4yeBble HOCUTENN
B kayecTBe KAOUYEBbIX HOCUTENEN 3aKpbITbIX Knatouen n kntouen IMM MOT'YT NCMOJ1Ib30BaTbCA:
rmAa 3,5”;
USB auncku
Pazpen HDD MNM>BM

Mpumevanna. 1. [lonyckaeTca XpaHeHWe 3aKpbiTbiX KKOYENn U K4ven
nposepku 3l B pasgene HDD npu ycnoBuu pacnpoctpaHeHuss Ha HDD wunu
M2BM c¢ HDD TpeboBaHuii no obpallieHunto C KIHYEBbIMU HOCUTENSMWU, B TOM
L!!] yncne 1 nocne yaaneHus Ki4en.
2. lMepeyeHb KkOYEBbIX HocuTenen no wucrnonHeHuam CK3U wn
nporpamMMHo-annapaTHbiM nnatdopmam cMm. ®opmynsap XKTHAKM.00050-03 30 01,
n.n. 3.8, 3.9.

2. YctaHoBka agnctpubytusa NO CK3U

YcTtaHoBKa, yaaneHne u obHoBneHwe MO ocCyLecTBASIETCS C NpaBaMyM agMUHUCTpaTopa: noa
YUYETHOW 3anncbio root UM C NCMOSIb30BaHMEM KOMaHAbl sudo.

CK3M Kpuntollpo CSP TpebyeTr cneaywouwen nocnefoBaTesibHOCTU YCTaHOBKW: CHavana
yCTaHaBNMBaEeTCa MpoBanaep, 3aTeM YCTaHaBAMBAKOTCHA OCTajibHble MOAYNM, BXOAslWMe B COCTaB
KOMMJieKTaumm.

B OC Solaris ana ycraHosku, yaaneHuns n obHoeneHnsa MO npuMeHsaloTCcA nakeTbl (packages).
MakeT - pacnakoBaHHbIN apxuB AucTtpmbytuea (dakTuyeckm >3TO nanka), cogepxawuin dalinbl
yCTaHaBNMBAEMOro MNPUIOXEHNS U dainbl, NCNONb3YIOWNECS UHCTANNATOPOM ANS KOHPUIypupoBaHus
cpeabl. ApxuB uMeeT pacwmnpeHue .tar.gz n aBnseTcsa o6bl4HbIM apXMBOM gzip.

MNMepen ycTaHOBKOWM apxmBbl ANCTPMOYTMBa HaAO pacnakoBaThb:
for i in *.tar.gz;do gzip -cd $i|tar -xf -;done

[nsa yCTaHOBKW NakeTa UCMOob3yeTcs KoOMaHaa:
pkgadd -d <nanka_c_naketaMmu> <uMsA_nakera>
Hanpumep: pkgadd -d . CPRObase

Ons ypaneHus nakeTa UCMONb3yeTcs KoMaHAaa:
pkgrm <umsa_nakerta>
Hanpumep: pkgrm CPRObase

dalinbl U3 NaKeToOB yCTaHaBNMBatoTCs B /opt/cprocsp.

MakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY AOJIXKHbI YCTaHaBAMBAaTbCSA MO NOPSAKY C YYETOM 3TUX
3aBMCMMOCTEN, a yAansaTbcs B o6paTHOM nopsiake. YC/IOBHO MOXHO CUYMTaTb MpaBW/IbHbIM MOPSAKOM
TOT, KOTOPbIA ONMcaH B Tabnuue 3aBUCUMOCTEN M HA3HAUYEHUS MaKeToB.

MakeTbl MOryT 6bITb AN 32-6UTHOW apXUTEKTYpbl, a Takxke ansa 64-6utHon apxutekTypbl (MMS
nakeTa 3aKkaH4YMBaeTCs Ha X), Tor4a OoHW ycTaHaBnueatTcs Ha OC, cobpaHHY NoA COOTBETCTBYIOLLYHO
apxutekTypy. Yacto 64-6utHbie OC ogHOBpPEMEHHO MNOAAEPXKMBAIOT U 32-6UTHble NMpUNOXeEHUs, N 64-
6UTHble, Torga npuv Heob6XOAMMOCTM MOXHO YCTaHOBWUTb 06a KoMmnnekTa. MCKn4veHneM SBNAOTCA
ApaliBepbl: OHM YCTaHaB/AMBAOTCA B TOYHOM COOTBETCTBMU C apxuTekTypon sapa OC.

Tabnuua 3aBMCMMOCTEN U HAa3HAYeHWs NaKeToB (415 NPOCTOTbl ONMCcaHbl 32-6UTHbIE NaKeTbl).

MMsa nakeTta 3aBUCUMOCTU Ha3HauyeHune nakerta

Obsa3aTesnbHble NakeThbl

CPRObase bazoBblii naker,
yCTaHaBNMBaETCAa nepsbiM. He
3aBUCUT  OT  apXUTEKTypbl,
nosTomy  Ans 64-6uTHOrO
KOMMeKTa 3TOT naketr
yCTaHaB/IMBaeTCA u3 32-
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6UTHOro KOoMMeKkTa.

CPROrdr CPRObase OcHOBHble NpUNOXeHUs,
cuntbiBaTenu n ACH.

CPROCcpl CPROrdr CAPILite, nporpaMmel 7]
enbnmnoTtekun ons
BbICOKOYpPOBHEBOWM paboTbl C
KpunTorpaduen
(ceptndukatammn, CMS...).

CPROkc1 CPROrdr MpoBangep KC1.

CPROkc2 CPROrdr Mposanaep KC2,
yCTaHaBNMBaeTCs TO/bKO TaM,
roe B 3TOM ecTb
HeobXxoaANMOCTb. B 3TOM

cnyyae CPROkcl He cTtaBuTCS.

JononHuTenbHble NakeTbl

CPROrdg CPROrdr, SUNWmfrun, | Fpadunyecknii Bbuo[iCH,
SUNWxwrtl 3anpoc naponsg v gpyrune GUI-

avanoru.
CPROrdp CPROrdr, pcsclite Moaynn noppnepxkn PCSC-

cuuTbiBaTENEN, cMapT-KapT
(PUK, Ockap, Maructpa...).

CPROcspd CPRObase MakeT, npegHa3HayYeHHbIN
Ansa paspaboTtunka.

CPROdrv CPRObase [pariBepHas 6ubnuorteka.

CPROdrvd CPROcspd [MakeT, NnpeaHa3Ha4YeHHbIN 4K
pa3paboTumka ApalBEpPOB.

CPROstnl CPRObase YHuBepcanbHbI SSL/TLS
TYHHEsb.

3. O6HoBneHue MO CK3U

Ona o6HoBneHna CK3UM Ha OC Solaris Heob6x0AMMO:3amMOMHUTb TEKYLLYH
KOHpurypaumio CSP:

o Habop yCTaHOBJIEHHbIX NAKETOB

o HACTpOMKM npoeangepa (ansa MpPOCTOThI MOXHO COXpaHUTb
/etc/opt/cprocsp/config[64].ini)

e yaanuTb WTaTHbIMK cpeacTBamMmn OC Bce nakeTbl CK3U
e YCTaHOBMTb aHaNOrn4yHble HoBble nNakeTbl CK3U

e Mpu HEobxoAMMOCTM BHECTU M3MEHEHUS B HACTPOMKKM (MOXHO nocmoTpeTb diff
cTtaporo un HoBoro config[64].ini)

. KN4y n CepTMd)VIKaTbI COXPaHAKTCA aBTOMaTU4YECKU

4, Hactponka CK3U

4.1. JocTtyn K yTunute ansa Hactponku CK3U

Hactporika CK3W Kpuntollpo CSP ocywecTBAsSeTCs € NOMOLWb yTuauTbl cpconfig, koTopas
BXOAMNT B cocrtas anctpubytmea 7 pacrnonoxeHa B AVpeKkTopumn
/opt/cprocsp/sbin/<Ha3BaHune_apxutekTypbl>. Ecnu ycraHoBneHbl nakeTtol CK3UW pana  AByx
apxuTekTyp, Hanpumep ia32 n x64, TO AENCTBUSA MO HACTPOMKE HYXHO MPOBOAMTb ABa)XAbl — AN
KaX4oM apxuTekTypbl cpconfig-oM U3 COOTBETCTBYIOLLEN MankKu.
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4.2. BBoa cepunHOro HomMepa nueH3nm

Mpu yctaHoBke nporpaMMHoro obecneveHns CK3W 6e3 BBoAa /MUEH3MM MOSb30BaTENIO
npenocTaBnseTcs JIMUEH3NS C OrpaHUYEHHbIM CPOKOM AencTBua. Ana ncnonb3oBaHus Kpunrtollpo CSP
NocC/sie OKOHYaHMSA 3TOro Cpoka MoSib30BaTe/Nlb AO/KEH BBECTU CEPUMHbLIN HOMep C 6naHka nuueHsuu,
NOsy4YeHHOM Yy opraHu3aumm-paspaboTyumka wauM opraHmsaumu, MMelolwen npaBa pacnpocTpaHeHus
npoaykta (amnepa). Ansg npocMoTpa nHMOpMaUnm O JIMLEH3NN BbINOSTHUTE:

# cpconfig -license -view

[ns BBOAA NMULEH3UN BbINOMHUTE:

# cpconfig -license -set <cepuitHbIli_HOMep>

CepwuiiHbI/ HOMEp clieayeT BBOAMTbL C COBNtoAeHNEM perncTpa CMMBOJIOB.

4.3. Hactponka obopyanosaHus CK3U

Ytnnuta cpconfig Takxke npeAHa3sHayeHa ANa M3MEHeHWs Habopa YCTpPOMCTB XpaHeHus
(HocuTenen) u cunTbiBaHWA (cuMTbiBaTesNen) KAKOYEBOM WMHMOPMaUUM U AATYMKOB CYHaMHbIX YuUcen.
MpeaycTtaHOBNEHHbIMU SBNAOTCA cunTbiBaTenu flash-Hocutenelt n o6pas AMCKETLI Ha XXECTKOM AUCKe.

[Ons npocMoTpa CrMcKka HaAaCTPOEHHbIX CUMTbIBATENEN:
# ./cpconfig -hardware reader -view

CunTbiBaTeNb AUCKET HE YCTaHaBJ/IMBAETCA MO yMOJZIT4YaHUIO, TaK KaK Mpu OTCYTCTBUUN OANUCKETbI B
AnckoBoAe nepedncneHmne KOHTEVIHepOB CUNbHO 3amMegniseTtcd. Ansa gobaBneHns cuntbiBaTens ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[na npocMoTpa cnucka HacTpoeHHbix ACYH:
# ./cpconfig -hardware rndm -view

Onsa koHconbHoro bnolCH tpebyetcs naket naket CPROkcl, kpome Toro oH paboTaeT TO/IbKO C
KC1 nposangepoM. [na nobasneHnsa KoHcosibHoro bnoCY:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Onsa rpaduyeckoro bnolCH Ttpebyetcs naketr CPROrdg u X-cepBep, KpoMme TOro oH paboTaer
Tonbko ¢ KC1 npoangepoM. Ansa aobasneHns rpacdunyeckoro bnoCy:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"

Ona po6asnenua OCH KMNUM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dannbl C AAHHbIMKU, MNOJly4YeHHbIMM Ha "APM BblpaboTku BHeELWHEWN
rammbl", MOSIOXKUM, UTO OHM nexat B /tmp/db[1,2]:

# cp /tmp/db1l/kis_1 /var/opt/cprocsp/dsrf/db1l/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona pabotbl co cuuTtbiBaTenem PC/SC Tpebyetcs naketr CPROrdp. [lMocne noaknto4veHus
cunTbiBaTENS y3HaNTE UMS yCTPOMCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum

Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

Ona nobaBneHns cunTbiBaTENUS UCMONb3YNTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
[nsa nonyyeHns nogpobHol cnpasku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4. YCTaHOBKA NapaMeTpoB XYypHainpoBaHUS
CK3WM no3sonseT cobupatb 0TNAA0YHYIO MHPOPMALMIO U UMeeT
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BO3MOXHOCTb MPOTOKO/IMPOBaHUS CcobbITU. MHbOpMauns 3anncbiBaeTCs B CUCTEMHbIN XypHan
(obblyHO B /var/adm/messages). CyliecTByeT BO3MOXHOCTb W3MEHEHUSI HACTPOEK >XYpPHasIMpoBaHMS
pasnnyHbIX Moaynen npoaykta. CywecTBYeT BO3MOXHOCTb W3MEHEHUS YPOBHS XXYPHaNMpOBaHUS U
dopmaTa BbIBOAUMBIX OTAAAO4YHbIX COOb6LWeHU. [ns noayvyeHus CnpaBkM MO  HacTpoikam
XXYPHanMpoBaHus:

# cpconfig -loglevel -help

Moaynun, anga KOTopbIX NOAAEPXKMBAETCH XYpPHaupoBaHue:
Cpcsp - A4p0 KpunTonposanaepa

capil0 - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus katoyen (KC2)
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpaneep
dmntcs

4.5. HacTponka KpuntornpoBanaepa rno yMoa4yaHuio

[Ons npocMoTpa TUMOB AOCTYMHbIX KPpUNTONPOBaKAepoB:

$ ./cpconfig -defprov -view_type

[Ons npocMoTpa CBOWCTB KpMNTONpOBanaepa HY>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

[Ona ycTaHOBKM npoBavgepa Mo YMOMYAHUIO AN HYXHOro Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ons nonyyeHuss MMeHU npoBalaepa MO YMOJIYAHMIO AN HYXHOro Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

5. YcTaHOBKa COMYTCTBYHOLNX NAKETOB

Ons nepegjaunm no cetu 3anpocoB Ha ceptudwukaTtbl, CRL 1 T.n., a Takxe A9 NOAAEPXKKM
OOMOSNHUTENbHBIX  KOYEBbIX CUMTbIBAaTENEen U HOCUTENner MoxeT noTpeboBaTbCs YyCTaHOBKA
OOMOSTHUTENbHbIX NAaKETOB.

Ecnn conyTcTBylOWME MakeTbl cKauymBawTca W3 MHTepHeTa, Heob6xoAuMMO NOATBEPAUTb WX
LEenoCTHOCTb, MPOBEpPMB MNOANUCbH WA Xew. Ecnn unctouyHmk He obecneumBaeT Takme MeXaHWu3Mbl,
AOMyCKaeTcs MCNo/Ab30BaHME MaKEeTOB TONbKO C Aucka ¢ auctpubytmeom CK3W, rae 3Tm MexaHu3Mbl
ncnonb3yloTca. Ha AMcKe nakeTbl nexaT B nanke extra.

5.1. BubnwuoTteka libcurl

Mcnonb3yeTtca Ans nepenayn 3anpocos Ha ceptudmkatsl, CRL 1 T.M. No ceTu.

C canta pa3spabotumka npoekta http://curl.haxx.se/ MOXHO ckayaTb NakeT C MCXOAHbIMMU
TeKCTaMn A1 CaMoCToATeNbHOM cbopku. Kak npaBuno, Tam e ecTb 32-6uTHble Bepcun BMHapHbIX
NakeToB.

Mocne yctaHOBKM 6UGNMOTEK HaA0 3aperncTpupoBaTh NyTM K HUM. Hanpumep:

# /opt/cprocsp/sbin/ia32/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/famd64/cpconfig  -ini  \config\apppath -add string libcurl.so
/usr/local/lib/64/libcurl.so
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6.CocTaB 1 Ha3zHa4vyeHne KOMMNOHEHT NMporpaMMHOro
obecneveHuns CK3U

6.1. basoBblie moaynn CK3U

MO CK3WU coaepxut 6a3oBble MoayNN:

Setup - Mmoaynb nHctannsumm MO CK3U.

libcsp - amHamunuecku 3arpyxaemas 6ubnuorteka Kpuntollpo CSP.

libcspst - ctaTnueckas 6ubnmoteka Kpmuntolpo CSP

libcspr - 6ubnuoTteka paboTbl ¢ yaanéHHolM Kpuntolpo CSP

drvcsp — AMHaMUYECKN 3arpyxaeMbliii MOAYb sapa.

libssp — 6ubnmoTeka noaaepXKn Moaynsa ceteBon ayteHTudukaumm Kpunrtollpo TLS
cpverify — Moaynb KOHTPONS LE/TOCTHOCTH.

wipefile - moaynb yaanenus ¢aiisioB BMECTe C COAEPXKMUMbIM.

B Ha3BaHuAXx anctpmbytmeoB CK3U ncnonb3yertcs HoTauus:
CPRO - npedukc;
CSp — KpunTonposanaep;
drv - 3arpyxaemblin Mmoaynb aapa OC;
[d] - onuwoHanbHO - yKa3blBaeT Ha AOKYMEHTauuio (TeCcToBble NpuUMephl);
[x] - onuMoHanbHO — yKa3sbiBaeT Ha 64-6uToByto Bepcmio OC; SPARC;
i386 - nnatdopma Intel;
sparc — nnatdopma SPARC.

6.1.1. Moaynb SETUP

Moaynb Setup obecneumBaloT MHCTanAsuMo nporpammHoro obecnedveHuns CK3U Kpuntollpo
CSP. B npouecce WHCTanNAUMM npom3BOAUTCS KOHTposb uenoctHocTn MO CK3W ¢ ucnonb3oBaHuem
moayns cpverify.

6.1.2. bubnunotekwu libcsp un libcspst

Bubnunotekn libecsp n libespst peanunsyiotT uenesble pyHKUMM Kpuntorpaduyeckon 3awmTbl
nHdopmauunm, paboTy C KoUYaMKn, 4OCTYN K KNOYEBbIM HOCUTENSM, KnaBnaTypHbii ACH.

6.1.3. bubnuoteka libcspr

bubnuoTteka libcspr obecneumMBaeT  yaaneHHbI aocTtyn K KpunTonpoBanaepy,
PYHKUMOHUPYIOLWEMY KaK OTAENbHbI CEpBUC.

6.1.4. [dpavBepHasa 6ubnuoteka drvcsp

Bubnunoteka drvesp, ncnonb3yemas B KadecTse AMHAMUYECKU 3arpyxaemoro moaynsa agpa OC,
peanusyeT ueneBble MGYHKUMK KpuUnTorpaduyeckon sawmutbl MHDopMaumm (kpome dopmupoBaHus M)
n paboTy C Kayamu.

6.1.5. Mopaynu ceteBon ayTeHTUdUkaumm Kpuntollpo TLS

Moaynb libssp ob6ecneunBaeTr peanusaumio nNpoTokosa ceteBoir ayTeHTudukaumm Kpuntollpo
TLS. Obuwee onucaHne NpoToKona NpuBeAeHO B COOTBETCTBYIOLWEM pasaene gokyMmeHTa "XTSKM.00050-
03 90 02. Kpuntolpo CSP. PykoBoacTteBo agMmHucTpatopa 6esomnacHoctn. Obwas yacTb."

6.1.6. Moaynb cpverify

Moaynb cpverify npegHasHauyeH ANs KOHTPOAS LENOCTHOCTM npu yctaHoBke MO CK3U wu
pyHKUMOHUpOBaHuUM CK3U Ha M3BM nonb3oBartens.

6.1.7. Moaynb wipefile

Moaynb wipefile ncnonbsyetca ana yaaneHus dannos BMeCTe C COAEPXKMUMbIM MPU LWITATHBLIX U
HewTaTHbIX (CBONMPOBaHWE) CUTyaumsx.
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6.2. Moaynu MNK3U
6.2.1. Moaynsb libcapi20

Moaynb libcapi20 wvcnonb3yeTcs ANnA ynpasneHus cepTudukKaTaMmum OTKPbITbIX K/OYENH, a
Takke Ansa obecrnevyeHus BbIMOJIHEHUS KpunTorpaduyeckmx 3anpocoB Ha YpoBHe WHTepdeinca
CryptoAPI v. 2.0. UHTepdelic moayns capilite sBnsieTcas noaMHOXecTBOM nHTepdenca CryptoAPI v. 2.0.

6.2.2. bubnuoteka librdrrdr goctyna Kk knt04eBbIM HOCUTENSM
Bubnunoteka librdrrdr (release) obecneumBaeT YHMMDULMPOBAHHLIA WHTEpdENC pocTyna K
KJII0YEBbIM HOCUTENAM BHE 3aBUCMMOCTU OT MX TuMa.

6.2.3. Moaynum yCTpoOMUCTB XpaHeHUs KIK4YeBOn MHGopMauum

Moaynn obecrneuymBaloT peanusaumio AOCTyna K KOHKPETHbIM TUMaM KJ/IKOUYEBbLIX HOCUTENEN MU
CUYnTbIBaTENEN:

e librdrfati2 K Auckosoay, Aauckete 3.5", pasgeny HDD

6.2.4. bubnuoteka librdrsup nogaep>xku 4oCTyna K K/KO4YEBbIM
HOCUTENSM

Bubnunoteka librdrsup ob6ecneumBaeT peanusauunio obwmMx YHKUMI AOCTYyNa K pasinyHbIM
YCTPOMCTBaM XpaHeEHUs KJIHOUEBbIX HOCUTENEN.

6.2.5. Moaynu gaTtynkoB Cny4vamHbIX Ymncen
Bubnunotekn librdrrndm u librdrrndmbio o6ecneunBatoT noagaepxky paboTbl ¢ pusnyeckumm
AaTyMKaMu CrlyyYamHbIX Yucen.

6.2.6. bubnunoteka libasnldata nogaepxxkn npotokona ASN1

bubnuoteka libasnldata cogepxut dyHKUMM NpeobpaszoBaHUS CTPYKTYpP AaHHbIX B MalIMHHO-
He3aBMCMMOe MpeacTaBieHNe.

/. BctpauBaHue CK3U B npuknagHoe MO

Mpn BcTpamBaHmn CK3UW B npuknagHoe nporpammHoe obecneyeHuve [0MXKHbI BbINONHATLCS
TpeboBaHus pasgena 7 pokyMmeHta "XTAWM.00050-03 90 02. Kpuntollpo CSP. PykoBoACTBO
aaMuHucTpatopa 6esonacHocTm. O6was yacTb.

8. TpeboBaHMsa Mo opraHM3auUMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbIM MepaM obecrneyeHuns
akcnnyaTtaummn CK3U

[oMmKHbI BbINONHATHCA TpeboBaHMs MO OpraHU3auNOHHO-TEXHUYECKUM W afiMUHUCTPATUBHbIM
MepaM obecnedyeHns 6e3onacHocTn askcnnyataumm CK3W B ob6bemMe pasgena 12 pgokymeHTa
"XTAN.00050-03 90 02. Kpuntollpo CSP. PykoBoacTtBo agmuHuctpatopa 6e3onacHoctn. O6uwas
yacTb."

8.1. Obwme mepbl 3awmTbl oT HCA MO ¢ yctaHoBneHHbiMn CK3U
ana OC Solaris

Moa ynpasneHnem UNIX-nogobHbix onepaumoHHbix cuctem CK3W Kpuntolpo CSP posnxHO
MCMNOMb30BaTbCs C MPOrpaMMHbIM obecneyeHnem:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.

e Apache Trusted TLS (Digt).

e Trusted TLS (Digt).

Mpun wucnonb3oBaHun CK3W nog ynpaeneHmem OC Solaris Heob6xogMMo npeanpuHSATb
AOMOSTHUTESbHbIE MEPbl OPraHM3aUNOHHOINo U TEXHUYECKOro XapakKTepa W BbIMOSHUTbL AOMNOJHUTENbHbIE
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HaCTpOMKM OMepaumMoHHOW cucTtembl. [lpy 3TOM CTaBMTCA 3ajada He ToNbko obecneunTb
OOMONHUTENbHY 3awmnTy cepsepa n OC ot HC[, HO n obecneuntb 6ecnepeboliHbliii pexuM paboTbl m
WUCKIIOYNUTb BO3MOXHOCTM "oTkasza B o06cnyXxumBaHuMM", BbI3BBAHHOMO BHYTPEHHWMW MPUYMHAMMU
(HanpumMep - nepenosiHeHneM PannoBbIX CUCTEM).

K opraHu3aunoHHO-TEXHMYECKUM MepaM OTHOCATCA:
e obecrneyvyeHne hmsmyeckon 6€30NacHOCTM CepBEpPa;
e YCTaHOBKa NporpaMMHbiX 06HOBNEHW;
e OpraHusaumsa npoueaypbl pe3epBHOIo KOMMPOBAHMSA N XpPaHEHUS pe3epBHbIX KOMUN.
e [lononHutenbHble HacTpokn OC Solaris kacatoTcs cneayroLwlero:
e OrpaHu4YeHMe AoCTyna rnosib3oBaTene N HACTPOMKM MONb30BATENbCKOrO0 OKPYXEHUS;
e OrpaHU4YeHMe CETEBbLIX COEANHEHWUN;
e  OrpaHuU4YeHus Npn MOHTUPOBaHMU PalIOBbIX CUCTEM;
e OrpaHW4yeHus Ha 3anyckK NpoOLEecCoB;
e [0ONOJSIHUTENbHbIE HAcTpolikn aapa OC;
e HacCTpoOWKa CeTeBblX CEPBUCOB;
e OrpaHWYeHWEe KOIMYECTBa «BMANUMOM U3BHE» MH(OpPMaLMM O CUCTEME;
e HaCTpoMKa NoACUCTEMbI MPOTOKOIMPOBAHMS U ayauTa.

8.1.1. OpraHu3aumMoOHHO-TEXHNYECKME MepblI

1. C uenblo UCKKYEHUA BO3MOXHOCTU 3arpy3kn OC, OT/INYHOW OT yCTaHOBIEHHOWN
Ha HDD MN3BM, M3BM u ycTpoicTBa 3arpy3ku AO0J/KHbl 6bITb ornedaTaHbl. [JosxkeH
6bITb 06ecrneveH Heo6X0AMMbIN KOHTPOJIb LEeNIOCTHOCTM neyaTen.

2. 0O6ecneyveHne dusmyeckon 6e3onacHOCTM cepeepa

CneayeT WCKAOYATL BO3MOXHOCTb [OCTYrNna HeaBTOPU30BAHHOIO MepcoHana kK
KOHCO/IX, CUCTEME MUTaHWS W AOMNOJIHUTENbHLIM YCTPOMCTBAM, MOAK/IHOYEHHBIM K
3allMLL@aeEMOMyY cepBepy TMyTeM YCTaHOBKM 060pyAoBaHMs B CleuuasbHO
BblAE/IEHHOE M 3anMpaeMoe NnoMelleHne (annapaTHy AN CepBEPHYO0 KOMHATY).

JocTyn nepcoHana B CepBEpPHYID KOMHaTy JAo/mkeH ObITb pernaMeHTuposaH
BHYTPEHHMM pacrnopsiAKOM 3KCMAyaTUpPYIOWen opraHms3aumMm W AOMKHOCTHbIMU
MHCTPYKLMUAMMU.

KpoMme 3TOro, npm mMcnonb3oBaHUM B KayvecTBe cepsepa komnbtoTepa SUN SPARC,
cneayeTt yCTaHOBUTL Maposib 4718 A0CTyNa K KOHCOMM, BbIMOJIHUB Crieaytollee:
e [lpn 3arpy3ke CUCTEMbl B pexXuMe auanora C MHTEpnpeTaTopoM KOMaHA
3arpysudnka BBeCTU crieaytowmne KoMaHabl:
<ok> password
<ok> setenv security-mode command

e [locne 3arpysku CUCTEMbI, C KOHCOAW T[OCfAe perncrpaunm OoT WUMEHU
cynepnonb3oBaTensd BBECTU cneayrouime KoMmaHabl:

# eeprom security-mode=command
# eeprom security-password=
W BBECTW Napo/ib Ha AOCTYN K KOHCO/N.

BHumaHue! B cnydae ecnu cynepnonb3oBaTenb 3abyaeT napofib, BO3HUKHET
HeobxoanMOoCTb 3aMeHbl MNIM3Y nepBUYHOro 3arpy3umka B CepBMCcHOM LeHTpe SUN.

Ons vcknioyveHna cboeB KOMMbOTEPA, BbI3BAHHbIX OTK/OYEHMEM 3J1IeKTPONUTaHus,
HeobxoaMMO obecrneynTb 3NEeKTponuTaHue cepBepa OT UCTOYHMKa 6ecnepeboiHoro
MATaAHMS AOCTATOYHOW MOWHOCTU. Kak MWHMMYM, MOLHOCTM 6aTapeh WMCTOYHMKA
6ecnepeboiHOro NMTaHMsa AOMXKHO XBaTaTb Ha BPEMS AOCTAaTOYHOE A1 KOPPEKTHOrO
aBTOMaTM4eCcKoro 3aBeplueHns paboTbl cepsepa.

3. OpraHusauusa npouenypbl pe3epBHOr0 KOMUPOBAHUA U XpaHeHWs pe3epBHbIX
Komnnmn

MNpu onpeaeneHun pernaMeHTa pes3epBHOr0 KOMMPOBAHWSA U XPaHEHUs pe3epBHbIX
konun cnepyet obecneunTtb OTBETCTBEHHOE XpaHeHWe pe3epBHbIX KOMui B
3anupaembix cendax (wkadax) u onpegenuTb Npoueaypy BblAayu pe3epBHbIX
KOMWI OTBETCTBEHHOMY MEPCOHany M YHWUTOXEHUS BbleAWNX M3 ynoTpebneHus
HocuTenewn (NeHT, OAHOKPaTHO 3anucbiBaeMbiX ANCKOB U Mp.).
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CraHaapTHbIMM MepaMuM MO OpraHusauum OTBETCTBEHHOINO0 XPaHeHUs HocuTenemn
ABNAKOTCA:

e MapKUpOBKa HOCUTEeNen;

e COCTaB/IEHME OMNUCU XPaHUMbIX HOCUTENIEN C YKa3aHWEM CEPUIAHbIX
(vHBEHTapHbIX) HOMEpPOB, AaT 3anucu HocuTenew, daMuanen CcoTpyaHuka,
co3aaBLIEro Konuio Ans Kkaxaoro wkada(cenda);

e epuoamnyeckas cBepka onumcu n cogepxmmoro cendo (Wwkados);

e OpraHusauusa OTBETCTBEHHOIO XPaHEHUS W BblAayu Kaw4ven oT cendos
(wkados);
e BO3MOXHOe onevaTbiBaHue (onnombupoBaHue) celidos(wkados).

YHUUTOXEHUE BbllWeawnx us3 yr|0Tpe6neva HOocuUTenem [AOSKHO nponssoanTCa
KOMWUCCHEN C cocTaBneHneM akta o6 YHUYTOXEHUMN.

4. B cucTeMe perucTtpupyerca OAMH nofnb3oBaTenb, obnagawowuii npaBamu
aAMWHUCTpaTopa, HocsAwMk wmMsa root, Ha KOTOPOro BoO3naraetrca 0653aHHOCTb
koHdurypmuposate OC Solaris, HacTpauBaTb 6e3onacHocTb OC Solaris, a Takxe
KoHpurypuposaTh NM3BM, Ha koTopyto ycTaHoBneHa OC Solaris.

5. Ona nonb3oBatens root BbibMpaeTcs HadexHbli Naponb BXoAa B CUCTEMY,
yAoBneTBopsalOWMn - cnegylowmM  TpeboBaHuAM: AfiMHA Napons He MeHee 6
CMMBOIOB, CpeAu CUMBOJIOB MNaposisd AOMXKHbl BCTpeyaTbCs 3arnaBHble CUMBOJbI,
NpOMNWCHbIE CMMBOSbI, UMDPbI U crneunanbHble CMMBOMbI, CPOK CMeHbl Mapons He
peXxe OA4HOro pasa B Mecsu, AOCTyN K Napoft aonxeH 6biTb obecneyeH TOMbKO
nonb3oBaTtesnto root

6. NMonb3oBaTtento root AOCTYnMHbI HacTpoMku Bcex nonb3oBaTtenen OC Solaris,
KOTOpble OH MOXET MnpocMaTpuBaTb, peAakTMpoBaTb, yAaNnsaTb, co3jaBaTtb. Bcem
nonb3oBartensM, 3aperncrtpmpoBaHHbiM B OC Solaris, nonb3oBaTenb root B
COOTBETCTBMM C NOAMTMKON 6e30MacHOCTW, MPUHATONM B OpraHusauun, paet
MMWHMMaNbHO BO3MOXHble AN HOpManbHOM paboTbl npaBa. Kaxabi nonb3oBaTesnb
OC Solaris, He gaBnslWNIACS Nonb3oBaTeNeM root, MOXeT npocMaTpumBaTb W
pefaKkTMpoBaTh TOSIbKO CBOM YCTAaHOBKW B paMKaxX MpaB A0CTyna, HAa3HAYEHHbIX eMy
nonb3oBartesnem root.

7. Bcex nonb3oBatenen MN3BM, koTopble He NOMb3YOTCA AAHHOW CUCTEMOM, U BCEX
CTaHAApPTHbLIX MoJib30oBaTenen, kKortopble co3patTcas B OC Solaris BO Bpems

yCTaHoBKkM (Takux, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBarens
root, cneagyeT yaanuThb.

8. B OC Solaris cyuwecTByloT ucnonHsieMble ¢alifbl, KOTOpble 3anyckakTcs C
npaesamMm nosnb3oatens root. 3Tn dannbl MMeT YyCTaHOBMeHHbIn dnar SUID.
Monb3oBatenb root [O/MHKeH onpeaenuTb, KakuM M3 3Tux ¢GannoB B pamkax
onpeaeneHHoOW B oOpraHmsauum nonmtukm 6esomnacHoctm He Tpebyetcs 3amyck C
AAMUHUCTPATUBHbBLIMM MOJSIHOMOYMAMUM, U C NoMowbio cbpoca dnara SUID posmxkeH
CBECTU KOMMYeCTBO Takmx @danaoB K MMHMMYMY. 3anycK ocTaBlmxcs ¢dainos c
yCTaHoB/ieHHbIM dnarom SUID fo/mKeH KOHTPONMPOBATLCS Nofib3oBaTenem root.

9. nMpu wucnonb3oBaHum CK3WN «Kpuntollpo CSP» Ha 3BM, NOAKIOYEHHbIX K
06LenoCTyNHbIM CeTSM CBSA3M, AOKHbI 6bITb NpeaAnpuHSATbLI AOMNONIHUTENbHbIE MEpbl,
MUCKoYaoWme BO3MOXHOCTb HECaHKUWMOHWPOBAHHOro A0CTyna K CUCTEMHbIM
pecypcaM MCnosb3yeMbiX OnepaLMoHHbIX CUCTEM, K MPOrpaMMHOMY obecneyeHuto, B
OKpPY>XEHUN KOTOpOoro yHKuUnoHupytoT CK3U, n k komrnoHeHTaM CK3W co cTOpoHbI
yKa3aHHbIX ceTei.

10. MpaBo pocrtyna k pabouymm Mectam C yctaHoBneHHbIM MO CK3U «Kpuntollpo
CSP» npefocTaBnseTcs TOMbKO MUaM, 03HaKOMJIEHHbIM C MpaBuiaMn Mosib30BaHUA
M M3YUYMBLUMM 3KCMJyaTauMOHHYK AOKYMEHTauumi Ha nporpammHoe obecneueHwue,
nMeroulee B ceoeM coctase CK3N «Kpuntollpo CSP».

11. Ha TexHuyeckux cpeacrtBax, ocHauweHHbiXx CK3U «Kpuntollpo CSP» A0/MKHO
MCNOMb30BaTbCsl  TOMbKO  JIMLEH3MOHHOEe rnporpaMMHoe obecnedyeHne dUpM-
npousBoanTenen.

12. Mpwn wucnonb3oBanHmn nnatdopmbl Intel B BIOS, a npuv wWCNOAb30BaHUU
nnatdopmbl Sparc B PROM onpenensoTcs yCTaHOBKU, UCKOYaOLWMe BO3MOXHOCTb
3arpy3ku OnepauuMoHHOM CUCTEMbI, OT/INYHOM OT YCTaHOBNEHHOM Ha HDD:
OTKJIH04AEeTCH BO3MOXHOCTb 3arpyskm ¢ rmbkoro aucka, npmsoga CD-ROM u npouune
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HecTaHaapTHble BuAbl 3arpy3kmn OC, BKAOYas ceTeBylo 3arpy3ky. He npumeHstoTcs
M2BM c BIOS, ncka4vamLwmM BO3MOXHOCTb OTK/IOUYEHUS ceTeBol 3arpy3kum OC.

13. Mpu wucnonb3oBaHun nnatdopmbl Intel, cpeactBamu BIOS pomkHa 6bITb
WUCK/IOYEHa  BO3MOXHOCTb  OTK/IIOYEeHMs  nonb3oBatensamum  ISA-ycTponcts m
PCI-ycTponcts npu ncnonb3osaHun MAK 3awmtel ot HCA,

14. Mpun 3arpyske OC poskeH OblTb peanns3oBaH KOHTPOSb  LESIOCTHOCTU
nporpamMMHoro obecneuveHus, exoasauwero B coctaB CK3N «Kpuntollpo CSP», camor
OC un Bcex ucnosiHAeMbIX ¢ainoB, QyHKUMOHMPYOWNMX coBMecTHO ¢ CK3U ¢
ncnonb3oBaHueM nporpammbl CPVERIFY.

15. Bxog B BIOS (PROM) 2BM pomxeH 6biTb 3aluleH naposieM, K KOTOpOMY
NpeabaABNATCSa Te xe TpeboBaHWA, YTO M K Napofi nosb3osaTens root. Maponb
ansa sxoga B BIOS (PROM) pomkeH 6bITb M3BECTEH TOMbKO MOMb30BaTEsNO root u
6bITb OTNIMYHBLIM OT Napons nonb3osartens root ana exoaa B OC Solaris.

16. CpeactBamu BIOS (PROM) pgomkHa 6biTb MCKIOYEHA BO3MOXHOCTb paboTbl Ha
DBM, ecnu BO BpeMsl €ro HadanbHOM 3arpy3Ku He nNpoxoasT BCTPOEHHble TeCThl.

17. Ha «KkoMnbloTepe YycTaHaBnmeaeTca To/Abko ogHa OC. Ha wMawunHe He
yCTaHaBnmBaeTca cpeacTts paspabotkm MO u otnagumkun. Ecnn cpeacrea oTnagku
MPUNOXEHNIA HYXHbl ANs TexXHosorndeckmx notpebHoCTen opraHmsaumu, TO UX
MCNOJSIb30BaHne A0/KHO 6bITb CaHKLUMOHMPOBAHO aAMWUHUCTPATOpPoOM 6e30MacHOCTM.
B nwbom cnyuyae 3anpewjaeTcs WCNonb3oBaTb 3TU CpeacTtBa AnS MNpPocMoTpa M
penakTMpoBaHMS Koda M namsaTyu NpuaoxeHun, mcnonbdytowmx CK3U «Kpuntollpo
CSP». Cnepyetr wus3beraTb nonagaHMs B CUCTEMY MpoOrpamMM, MO3BONSAIOLWMX,
nonb3ysacb owmnbkamm OC, nonyyaTb npusMaernun root.

18. [donxHo 6biTb orpaHMyeHo (C y4yeToM BbI6paHHOW B OpraHusaumMmM MOAUTUKM
6€e30MacHOCTM) MCNoSib30BaHWE MOJIb30BaTENSIMM KOMaHA cron u at - 3anycka
KOMaH/[ B YKa3aHHOe BpeMs.

19. [JonxHo 6biTb peann3oBaHo dU3MYecKoe 3aTUpaHMe COAEPKMMOro yaansemblX
¢alinoB c ucnosb3oBaHmem nporpamMmmbl Wipe n3 coctaBa CK3U.

20. JdomkHbl 6bITb OTK/OYEHbI BCE HEWCMOJIb3yeEMble Ha AaHHoOW DBM ceTeBble
MPOTOKObI.

21. B cny4vae nogknwoveHmss 3BM ¢ yctaHoBneHHbiM CK3U Kk 06WwenocTynHbIM CETSM
nepegadn AaHHbIX AOIKHO ObITb OTKJIIOYEHO Mcnonb3oBaHue JavaScript, VBScript,
ActiveX n apyrmx nporpaMMHbIXx 06bEKTOB 3arpy>xaemblX U3 CeTU.

22. [omxHbl 6bITb MNPUHATBI Mepbl MO  WCK/OYEHUID HecaHKUMOHWPOBAHHOIo
[OCTyrna MOCTOPOHHUX UL, B MOMELEHNS, B KOTOPbIX YCTaHOBNEHbl TEXHUYECKMNEe
cpeactea CK3U «Kpuntollpo CSP», no poay cBoel AesATENIbHOCTU He SABASOLWMXCS
rnepcoHasnom, AOMyLeHHbIM K paboTe B yKa3aHHbIX MOMELLEHUSIX.

23. [JomxkHo 6bITb 3anpeLlleHo oCcTaBNaTb 6€3 KOHTPOS BblYMCAUTENbHbIE CPEACTBA,
Ha koTopbix 3kcnnyatupyetca CK3U «Kpuntollpo CSP» nocne BBoAa KOYEBOM
nHdopmauun. MNpu yxoae nonb3osatens ¢ paboyero mecra AOMKHO MCMOAb30BaTLCA
aBTOMaTM4yeCcKoe BK/II0YEHME NapoSibHOM 3aCTaBKu.

24. AaMmuHucTpatopoM 6e3onacHOCTM A0MKHO 6biTb NMpoBeAeHO onevyaTbiBaHue
cucteMHoro 6noka c yctaHoBneHHbiM CK3U «Kpuntollpo CSP», wuckntouyatouiee
BO3MOXHOCTb HECaHKLUMOHWPOBAHHOIO W3MEHEeHUs annapaTHoM 4actu pabouen
cTaHumu.

25. W3 cocTtaBa cucTeMbl AO/MKHO 6biTb UCKAOYEHO Bce obopyaoBaHue, KoTopoe
MOXEeT co3aaBaTb yrpo3y 6esomnacHoctm OC Solaris. Takxe cneayer wusberatb
MUCMONb30BaHMsA  obbIX  HeCcTaHAapTHbIX  annapaTHbIX  CpeacTB,  UMEeKLWMUX
BO3MOXHOCTb B/INSATb Ha HOpManbHbIN Xo4 paboTbl koMnbtoTepa nan OC Solaris.

26. [MMocne MHCTaNNaumMm oC Solaris cnepgyetr  yCTaHOBUTb C canTa
http://www.sunsolve.sun.com/ BCce peKOMeHAOBaHHbIE NPOrpamMMHbie 06HOBNEHUSA U
nporpamMMHble O6HOBNeHWs, CBsA3aHHble C 6e3onacHocTblo (recommended and
security patches) ot komnaHnn SUN, cywecTBylowme Ha MOMEHT UHCTaNISILUN.

27. Ha Bce aupekTopuu, coaepxawme cuctemHole dannbl OC Solaris 1 katanoru
CK3W, ycTtaHaBnmBaloT npaBa A0CTyMa, 3anpellarlme BCeM nosb3oBaTensmM, Kpome
Bnagenbua (Owner), 3anuco.

28. B cBS13M C TeM, 4YTO aBapuiHbI AaMn ONepaTMBHON NAMSATM MOXET CoAaepXaTb
Kpuntorpadumyeckn onacHyt mHbopMaumio, cnegyeTr OTKAKYUTb BO3MOXHOCTb €ro
co3gaHus ¢ nomowwbio dyHKumm setrlimit ¢ napametpom RLIMIT_CORE=0.
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29. B OC Solaris wncnonb3yetcs BupTyanbHas namsaTb. O6nacTtb BUPTyanbHOM
namaT po/mkHa 6biTb OpraHu3oBaHa Ha oTaenbHOM HDD M AoCTyn K Hel AOJIXeH
MMeTb TOJNIbKO Mosib3oBatenb root. o okoHuyaHum pabotel CK3U copepxumoe
BMPTYyaNnbHOM NaMATM LO/HKHO 3aTUpaTbCs C NoMowblo yTunuTbl wipefile, Bxoaswen
B coctaB CK3WN «KpunTtollpo CSP». B cny4yae Bbixoga u3 ctpos HDD, Ha KOTOpoM
HaxoanTcsa obnacTte BUPTyasbHOW MNaMATU, KpunTorpaduueckue KAK4YM nognexar
BbIBOAY M3 Aencteus, a HDD He noanexawmm peMoHTy. 3ToT HDD yHu4TOXaeTcs no
npaBuiaM YHUUYTOXEHUS K/IHOUYEBbLIX HOCUTENEN.

8.1.2. [dononHutenbHble HacTponkn OC Solaris

Hactpoiikn OC Solaris BbINOMHATCA, B OCHOBHOM, MNyTeM peaakTupoBaHus (yaaneHus,
pobaBneHns) pasnnyHbIX KOHPUIYPaLMOHHbBIX U KOMaHAHbIX dannos.

Ons coxpaHeHUsi BO3MOXHOCTM "OTKATUTL" BHECEHHble W3MEHEHUa cfegyeT COXpPaHuTb
Moanduumpyemble dainbl B "6e3zonacHoM" Mecte (Ha BHELIHEM HOCUTESIE WM Ha HE MOHTUPYEMOW
aBToMaTunueckn @annoson cucteme). XenatesibHO CKONUPOBaTb M3MeHseMble dannbl (KaTtanorun) c
COXpaHeHMeM CTPYKTYpPbl KaTaloros.

8.1.2.1. OrpaHun4yeHue pocTtyna nosib3oBaTenen M HaCTPOMKM MOSIb30BaTENbCKOro
OKpYXeHus

HacTpolika nonb30BaTENbCKOro OKPYXXEHUS 3aK/IlO4aETCS B C/ieAyoWmnX 4ENCTBUAX:
1. B daiine /etc/default/login cneayeT yctaHOBUTb cneaytowime AUPEKTUBDI:
PASSREQ=YES (TpebyeT ncrnonb3osaHus naponeim)

SUPATH=/usr/sbin:/usr/bin (3apaetr 3HadyeHne nepemeHHOn PATH nocne
BbINOJIHEHUS KOMaHAbI Su);

RETRIES=3 (3agaeTr 4Mcno MOBTOPHbIX MOMbITOK perncrpaumMu nosb3oBaTtens
nporpamMmon login)

SYSLOG_FAILED_LOGINS=0 (aupekTvBa nNpeanuncbiBaeT NpoToKOIMpOBaTb BCE
NOMNbITKN HEeyAauYHOW perncrpaummn nosb3oBaTtens)

UMASK=077 (napameTp 3af4aeT MacKy co3gaHusa darna no-yMoa4yaHuio).

CONSOLE=/dev/console (napameTp orpaHM4YnBaeT BO3MOXHOCTb pernmcrpaumm
cynepnoJsib3oBaTenst TOSIbKO CUCTEMHOM KOHCOMbIO M 3anpeluaeT yaaseHHble
pernctpauum cynepnonb3oBaTens);

2. [Ans nonb3oBaTens root yCTaHOBUTb MAcCKy pexuma cosgaHus dainos 077
mnu 027:

umask 077 (umask 027);

3. [Ans OTKIKYeHMs BO3MOXHOCTM AOCTyna nofab3oBatens root k pabouen
CTaHUMM N0 CeTM packoMMeHTMpoBaTb cTpoky "CONSOLE" B daline
/etc/default/login;

4. CospaTb (OTpepakTnpoBaTb cywecTBytowmin) dann /etc/shells n nomectnts
B Hero mMmeHa (C MOJIHbIM MyTeM) TONbKO AN TeX MCMoAHAeMbIX dainos
060/104eK, KOTOpble YCTaHOBJIEHbI B cucTeMe. 1o yMonyaHUio, coaepxumMmoe
danna /etc/shells moxeT 6bITb TakKUM:

/bin/bash /usr/bin/bash
/bin/csh /usr/bin/csh
/bin/ksh Jusr/bin/ksh
/bin/sh /usr/bin/sh
/sbin/sh /usr/bin/zsh

5. Ypanutb dann (ecnm oH cywectsyerT) /.rhosts.
Ypanutb cogepxumoe darina /etc/host.equiv.

7. OtpegaktupoBaTb ¢ann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayteHTndnkKa-
UMKN. BbINOSHAETCS KOMMEHTMPOBAHMEM BCEX CTPOK, COAEpXXaluxX MOACTPOKY
"pam_rhosts_auth.so".

8. Otkntountb cnyxby RPC ypaneHHOro Bbi3oBa npoueayp, 418 4vero cnepyer
yaanntb dann /etc/rc2.d/s71rpc;

o
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9. TlpoBepuTb wnaeHTUdMKaATOpbl  MoOnb3oBaTens M rpynnbl  Ans  BCex
nonb3oBaTesien, nepedncneHHblx B ganne /etc/passwd. Cnepyet ybeautbcs,
UYTO He CyLWecTBYeT nosib30oBaTesie, MMeLWNX naeHTUdMKaTop nonb3oBaTens
0 n wnaeHTndwukatop rpynnsl 0 KpoMe, BO3MOXHO, nonb3oBaTens root.

10. YcTaHOBUTL MWHUMaNbHYKO AJAMHY napons B 8 cuMBonoB B danne
/etc/default/passwd ampektmBoit PASSLENGTH=8. Tam e BO3MOXHO 3aaaTb
MUHMMaNbHOE U MakcuMmanbHoe "Bpemsi Xu3HW" napons B Hegenax
napametpamn MINWEEKS n MAXWEEKS.

11. Co3paTb NepeyeHb nMporpaMM, KOTOpble  3anyckakwTcd C  fpasamu
aAMUHUCTpaTOpPa, N KOHTPO/IMPOBATb €ro HEM3MEHHOCTb;

12. 3anpeTuTb perncTpaumio B CUCTeEMe MOJsib30BaTesiel, UMeLWnx cneayowme
"cnyxebHble umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp nobody4

[JenctBne BbINONHSAETCS MNyTeM YyKasaHus B danne /etc/passwd CcTpokmu
'/bin/false' B shell-nporpamMmbl 1 ykasaHua cumBona 'x' B nose napons.

8.1.2.2. OrpaHu4eHns Npn MOHTUPOBaHUM alNIOBbIX CUCTEM

OrpaHuyeHus Npu MOHTMPOBaHWKU (haMNoBbIX CUCTEM peanu3ylTCs pefaKTUpOoBaHUEM
darina /etc/mnttab:

1. YcTtaHoBUTb onumio nosuid NpuM MOHTMpPOBaHuUK dhannoBbix cuctem /opt n /var.

2. OrpaHuunTtb pasmep dannoson cucrembl /tmp onumen size. Tlpu 3ToM
3HayeHne onuunm size AOMKHO 6bITb MeHble pa3Mepa 0651aCTM NoAKauku
(swap). MNockonbky, OC Solaris MOHTMpPYET dannoByt cuctemy /tmp B obnactb
noaKayku, TO UCMOJIb30BaHME AAaHHOM ONUMKU NPeAoTBPaTUT ee nepenosiHeHue.

Mpn WHCTanNsauUUMM CcuUcTeMbl creayeTr BblgenuTb aAna dannosbix cuctem /, /usr,
Jusr/local, /var, /opt, /export pas3Hble pas3genbl AuCka ANS nNpeaoTBpalleHus
nepenosiHeHUs KPUTUYHbLIX dalnnosBbix cuctem (/, /var) 3a cueT, Hanpumep,
MoNb30BaTENbCKUX AaHHbIX U obecrneyeHuss BO3MOXHOCTU MOHTMPOBaHMA (annoBbIX
cuctem /usr u /opt B pexunme "Tonbko ans uteHus".

8.1.2.3. OrpaHu4yeHus Ha 3anycK npoLeccos

CnepyeTt orpaHu4nTb UCNOAb30BaHME B CUCTEME MAAHWPOBLLMKA 3a4a4 Cron M CPeacTs
naketHon o6paboTkn 3agaHvin. [Ona HOpPManbHOro @YyHKUMOHWPOBAHUS CUCTEMbI
MWUHUMaNbHO HEO6XOAMMbIM SBASETCA paspelleHMe MCNoNb30BaHWs MNAaHMPOBLLMKA
3a4a4y cron n cpeacTts nakeTtHom ob6paboTkm 3agaHu TONbKO MNosib3oBaTento root. Ans
3TOro creayeT BbIMOAHUTL cneayowmne KomaHabl (0T MMEHU Cynepnosb3oBaTens):

echo root > /etc/cron.d/cron.allow
echo root > /etc/cron.d/at.allow

OrpaHnynTb YMCIO CUCTEMHbIX CEPBMCOB M MNPOrpamMMm, MHUUMANN3NPYEMbIX B MNpouecce
3arpy3ku OC. [ng aToro:

e W3 kaTanora /etc/rcS.d yaanutb BCce dalinbl, KpoMme:

S30rootusr.sh S50drvconfig
S40standardmou S60devlinks
nts.sh S70buildmnttabs

e U3 kaTanora /etc/rc2.d ygpanuntb Bce dalinbl, Kpome:
S02MOUNTFSYS S72inetsvc
SO5RMTMPFILES S74syslog
S20sysetup S75cron
S25cspcheck S88utmpd
S69inet

e U3 kaTanora /etc/init.d yaanutb BCe dainbl, Kpome:
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8.1.2.4.

MOUNTFSYS inks

RMTMPFILES cron
inetsvc drvconfig
standardmounts syslog
buildmnttab inetinit
rootusr utmpd
sysetup dtlogin
devl

e Yaanutb Bce dannbl n3 katanora /etc/rc3d.
e Yaanutb Bce dannbl n3 katanoros /etc/rc0.d n /etc/rcl.d, kpome Tex, KOTOpblE

nepeyvyncrneHbl BbillE.

HacTpoiika ceTeBblX CEpBUCOB

HaCTpOVIKa CETEBbIX CEPBUNCOB 3aKJTIO4YAETCA B CneayroleM!

1.

Cnepyetr orpaHnunTtb @GYHKUMOHANBLHOCTb AEMOHa YynpaBfieHUs CeTeBbIMU
coeanHeHnsaMu inetd. [eictBme 3aknyaeTca B peaakTMpoBaHum danna
/etc/inetd.conf. B ¢aline /etc/inetd.conf cneayet 3akoMMeHTpoBaTh (yAanuTb)
CTPOKM, coAepXalume onucaHumsi Tex CEepBMCOB, MCMOMb30BaHWE KOTOPbIX Ha
KOHMOUTYprpyeMoM KOMMbIOTEPE HE SBISETCA HEOOX0AMMOCTLIO.

Kak MUHUMYM, CcneayeT 3anpeTtuTtb cnegyrowmne CeEpBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger

Bo3MOXHO TakXe CHayana 3akoMMeHTMpoBaTb B anne /etc/inetd.conf
OMNnCaHnsa BCEX CEPBUCOB M 3aTEM PaCKOMMEHTMPOBATb TOSIbKO MCMOJIb3yeMble.

Ecnn He nnaHUpyeTCcs UCNONb30BaTb HacTpauMBaeMbli KOMMNbIOTEP B KayecTBe
MapuwpyTusaTtopa (Aaxe npu HanuMuymum HECKOSIbKUMX CeTeBblX afanTepoB),
HeobxoanMo co3aaTtb B KaTasore /etc dann notrouter Hyneson ANMHLI.

Cnepyet 3anpetuTb TMpPUEM U3 BHEWHeHn cetTu "wupokoBewaTenbHbIX"
(broadcast) naketoB, a Takxe nepegadyy OTBETOB Ha  MPUHATbIE
"lWunpokoBewaTenbHbie" nakeTbl. [ns 310ro, B KoHew daina /etc/rc2.d/S69inet
cneayet AobaBuTb cneayrolime KOMaHAbl:

ndd -set /dev/ip ip_forward_directed_broadcasts 0
ndd -set /dev/ip ip_respond_to_echo_broadcast 0

CnepyeTt 3anpeTuTb MCMNosib3oBaHue ceteBoM dannoBoit cuctembl NFS. [ns
3TOro creayeT yaanuTtb annbl:

/etc/dfs/dfstab
/etc/rc3.d/S15nfs.server
/etc/rc2.d/S73nfs.client

3anpeTuTb cynepnonb3oBaTento goctyn no ftp, ans atoro gob6asutb "root" B
dann /etc/ftpusers

3anyCcTuTb YTUIUTY KOHTPOIS CUCTEMHBbIX PECYpCOB U CPeACTB CUCTEMHOIO
ayauta ASET c BbicOkMM ypoBHeM 6e3onacHocTtu: /usr/aset/aset -1 high ans
MPOBEPKN YCTAaHOBOK CUCTEMHbIX (pannioB M nNpoaHaHnmMsuposaTtb dainn otueTa,
KoTopbIli 6yaeT co3aaH B /usr/aset/reports

Ecnn nnaHupyeTcs MCNoNb30BaTb Ha HacTpauBaeMoM cepBepe cepBuc FTP, To
cnepyetr cospatb (oTpepaktupoBaTb) dann  /etc/ftpusers co cnmvckom
nonb3oBaTesieid, AN KOTOPbIX 3anpelleH AOCTYn K cepBepy Mo npoTtokony FTP.
darin MMeeT TeKCTOBbI ¢dopMaT M AO/MKEH CoAepXxaTb MO OAHOMY WMEHMU
rnonb3oBatenss B CTpoke. B cnucke "sanmpeweHHbIX" mMonb3oBaTenen, Kak
MWUHUMYM, A0XKHbI 6bITb NEpeyYncneHbl cneayolme MMeHa noab3oBaTenemn:

adm nobody
bin noaccess
daemon nobody4
listen nuucp

Ip root
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uucp

8. Ang orpaHuvyeHus A[OCTyrna K CUCTEMHbIM CbaVIJ'IaM Ana  HenpuBuUnernpoBaHHbIX
nonb3oBaTtesien, U3 KOMaHAHOM CTPOKKM CneayeT BbiNOMHUTL cneaywumne KoMaHAbl:

8.1.2.5.

O6bI4YHO,

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security

chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist

chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync

chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
chmod u-s /usr/lib/fs/ufs/ufsdump
chmod u-s /usr/lib/fs/ufs/ufsrestore

Takxe cnegyet 06HynuTb dpnar SGID ans HEKOTOPbIX NCNOAHSAEMbIX (ainoB:

chmod g-s /usr/bin/mail

chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs

chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

chmod g-s /usr/openwin/bin/ff.core
chmod g-s /usr/openwin/bin/mailtool
chmod g-s /usr/openwin/bin/wsinfo
chmod g-s /usr/openwin/bin/xload

chmod g-s /usr/lib/fs/ufs/ufsdump
chmod g-s /usr/lib/fs/ufs/ufsrestore

OrpaHunyeHune KonuyecTea "Bunanmorn nssHe" nHdopmaumm o cucteme
HayanbHylO WHPOPMALMIO O CUCTEME TMMOTEeHUMalbHbIA HapywuTenb

nony4yaeT U3 CUCTEMHbIX MPUrnaleHnn, BblAaBaeMblX CeTeBbIMU Cnyxbamu cepeepa
(telnet-cepBep, ftp-cepsep u np.).

MosToMy, K MepaM No OrpaHUYEeHuI0 Konu4vecTsa "BMAMMOW un3BHe" MHdbopMauum o
CUCTEME OTHOCATCS:

e OTKa3s oT cTaHgapTHoro "3aronoska", BbiIBOAMMOro cepeepom ftp npu oteeTte
nonb3oBaTtento. [locturaerca ykasaHuem B dawnne /etc/default/ftpd cneaytowmx
OVPEKTUBBI:

BANNER=""

-17-



e OTKas OT cCTaHaapTHoro "3aronoska", BbiBOAMMOro cepBepoM telnet npwu
oTBETEe nonb3oBaTento. [octuraetcs ykasaHuem B daiine /etc/default/telnetd
cneaywwen AMpeKTuBhI:

BANNER=""

e PepakTnpoBaHue daiinos /etc/issue, /etc/ftp-banner n /etc/motd c uenbto
pa3bsCHEHUA NOSb30BATENAM NpaBMi U NONUTUKKN AOCTYMNa K cepsepy ftp.

8.1.2.6. HacTpolika noacucremMbl NpOTOKOIMPOBaHUSA U ayanTa

1. CnepyeT yAOCTOBEPUTLCS, YTO TOJIbKO MOMb30BaTeNb root uMeeT AOCTYN Ha
3anucb 4n4 crnepynwmx gannos:

/var/log/authlog
/var/log/syslog

/var/adm/messages*
/var/adm/sulog
/var/adm/utmp
/var/adm/utmpx

2. Ecnm Ha HacTpaMBaeMoM cepBepe ucrnonb3yeTcs web-cepsep, To cneayet
ybeaunTtcsa, uto Tonbko "Bnageneu" npouecca httpd umeer goctynm no 3anucu K
npotokonam httpd.3. OrpaHnunTb (C yyeToM BbIGpaHHONW B OpraHusauyum
nonnTUKM 6e30MacHOCTN) MWCMONb30BaHME MNOSb30BATENSAMM KOMaHAbl Su -
npeaoCTaBNeHNsT MONb30BaTeNO AAMWHUCTPATMBHbLIX MOSHOMouYniA.4. Cneapyet
NPOTOKO/MPOBATb MOMbITKM MUCMNONb30BaHUSA NporpamMmbl su. [Ans atoro, B dain
/etc/syslog.conf cneayet no6aBuTb 3aNunchb:

auth.notice /var/log/authlog
U
auth.notice ifdef (' LOGHOST ", /var/log/authlog, @loghost)

BTopas cTpoka aHanormyHa nepsoi, HO yKa3blBaeT, YTO MPOTOKON MepefaeTcs Ha
cepep cbopa npoTokonos. [lpn pepakTuposaHun darnna /etc/syslog.conf B
KauyecTBe pasfgenuTens nonemn B CTpoke crefyeT UCNonNb30oBaTb CMMBO Tabynaumm

Cnenyetr obecneuynTb MPOTOKOSIMPOBAHME HeyCMeLWHbIX MOMbITOK perucrpaumMm B
cucTeMe B NlOKasbHOM MpoTokone. [ns 3Toro, cnefyeT BbINMOJHUTL crieayloume
KOMaHzbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog chgrp sys /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. Ana NpoTOKOMMPOBaHWUS CeTeBbIX COEAMHEHWI, KOHTPOSIMPYEMbIX AEMOHOM
inetd (Bkntouas gaty/Bpemsa coeamHeHus, IP-agpec knmeHTa, YCTaHOBUBLUENO
coeAnHeHMe W uUMS cepBuca, obcnyxuBalwwero coeauHeHue), B dann
/etc/syslog.conf cnegyet no6aBuTb 3anunchb:

daemon.notice /var/log/syslog
n B hanne /etc/rc2.d/S72inetsvc 3aMeHUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

8.2. TpeboBaHWUA MO pasMeLLeHU TEXHNYECKUX CPeacTB C
yCcTaHoB/eHHbIM CK3U

MpY pasMeLLeHNN TEXHUYECKMX CPEACTB C YCTaHOBMAEHHbIM CK3U:
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. JonXHbl 6bITb NPUHATBHI Mepbl MO 3almTe OT HECaHKLMOHMPOBAHHOIO AOCTyNa B
NnoOMeLleHNs, B KOTOPbIX pasMelleHbl TeXHWYeCKMe cpeacTBa C YCTaHoBfeHHbIM CK3WU,
NOCTOPOHHUX N1LU, MO poAy CBOEN AeATeNbHOCTM He ABASILWWXCA MepcoHasnomM,
AonylweHHbIM K paboTe B 3TUX noMelleHusax. B cnyyae Heo6xoAMMOCTM MNpPUCYTCTBUS
NOCTOPOHHUX NINL, B YKa3aHHbIX MOMELLEHUSAX A0MKeH 6biTb obecrneyeH KOHTPOSb 3a MX
Aencrenammn n obecneyeHa HEBO3MOXHOCTb HeraTUBHbLIX AENCTBUIA C X CTOPOHbI Ha CK3M,
TeXHMYECKMNe CpeacTBa, Ha KOTopbIX akcnnyatupyetca CK3U n 3awunwaemyo nHbopMauumio.

o BHYTpeHHsIS NnaHWpoBKa, pacrnosioXXeHWe U YKOMMIEKTOBAHHOCTb paboumx MecT
B MOMEeLLEHUSX A0JIKHbI obecneymBaTb UCMOMHUTENSIM paboT, COXPAHHOCTb AOBEPEHHbLIX UM
KOHMMAEHUMANbHbBIX JOKYMEHTOB W CBEAEHUI, BKJIIOUAs KIIIOYEBYIO MHGOPMaLUIO.

. B cnyuyae nnaHupoBaHusa pa3smeweHns CK3UM B nomeweHusax, rae npucyTcreyeT
peyeBas, aKyCcTMyeckas U  Bu3yanbHas MHQOpMauMsa, coAepxallas CBeAeHus,
COCTaBfAoWME rocyAapCTBEHHYIO TalHy, U (WIK) YCTaHOBMIEHbl TEXHWYECKME CpeacTBa U
cucTteMmbl nNpueMa, nepepayun, o06paboTku, xpaHeHus U oTobpaxeHuss uHdopMauum,
cofepxallein CBeAeHUs, COCTaBnsoWMe rocyAapCTBEHHYIO TalHy, TeXHUYecKkue cpeacTtsa
MHOCTPaHHOro Npou3BOACTBA, HAa KOTOPbIX (MYHKUMOHUPYIOT nporpamMmHble moaynu CK3U,
OO/MKHbI - 6bITb  NOABEPrHyTbl CreumanbHOW NpOBEPKE MO  BbISIBAEGHUIO  YCTPOWCTB,
npeAHa3HayYeHHbIX 475 HErNAacHOro noay4vyeHus nHhopmaunm».

9. TpeboBaHMA No KpunTorpapunyeckon sawmnte

JO/MKHbBI BbINO/THATLCS Tpe6osa HUA:

1. Ucnonb3oBaHue TOMIbKO MNLEH3MOHHOIO CUCTEMHOIO NporpaMMHoOro obecrneveHus.

2. Paspgen 17 pokymeHta >KTSAM.00050-03 90 02.

3. MNepepn Havanom paboTbl AOKEH 6bITb NpoBEAEH KOHTPOb LEeNoCTHOCTU. KoHTponeMm
LLesIOCTHOCTU A0XKHbI 6bITb OXBayeHbl daksbl, yKasaHHble B M. 16.

4. HacTporika onepaunoHHoOM cucteMbl ansa pabotbl ¢ CK3UM no n.8.1.2.

5. Mpn nHcTtannauum CK3W gomkHbl 6biTb 0becrneveHbl OpraHn3aumMOHHO-TEXHUYECKME Mepbl Mo
WCKOYEHMIO NOAMEHbI ANCTPUBYTUBA 1 BHECEHUS M3MeHeHuI B CK3W nocne yCTaHOBKM.

6. UcknoyeHne M3 nporpamMmHoro obecnedenus MN3BM c ycrtaHoBneHHblM CK3W cpeacts
OTNagKu.

7. Maponb, ncnonb3lyemblii Ans ayTeHTUdUKaunM nosb3oBaTenen, AOMXKEeH coaepxaTb He

MeHee 6 cMMBOJSIOB andasBuTa MOLWHOCTM He MeHee 10. MepuoanYHOCTb CMEHbI Mapons - He pexe
oAHOro pasa B 3 Mecaua.

8. MepnoanYHOCTb TECTOBOIO KOHTPONA Kpuntorpadumyecknx dyHKUmMn - 10 MUHYT.

9. ExecyTo4yHasa nepesarpyska MN3BM.

10. MepunoanyHocTb octaHoBa [M3BM ¢ ob6s3aTenbHONW MPOBEPKON CUCTEMbI OXI@XAeHWUs
npoueccopHoro 6noka NMN3BM - 1 mecsu.

11. 3anpeLwjaeTcs MCrnoiib30BaTb pexuM npocTton 3ameHbl (ECB) IFOCT 28147-89 ans
wundpoBaHmMsa MHGOpMaLNK, KPOME KJTIHOUEBOMN.

12. Jo/mkHO paBaTbCs npeaynpexaeHne O TOM, 4YTO MNpM  WUCMNONb30BaHWUU pexuma
WwndpoBaHns CRYPT_SIMPLEMIX_MODE wm™atepunan, obpabaTtbiBaeMbln Ha OOHOM  K/oue,
aBTOMaTM4YeCKU OrpaHMYnBaEeTCs BeMYNHOM 4 MB.

13. Mpn dyHKunoHnposaHnm CK3U AomXHbI BbINOMHATLCA TpeboBaHMSA 3KCnyaTauMOHHOM
AokyMeHTaumm Ha MAK 3awmtbl oT HCA.

14. JomkHOo 6biITb  3anpeweHo wucnonb3oBaHve CK3UM  pgna  3awmTtbl  TenedoHHbIX

neperoBopoB 6e3 MpUHATUS B CUCTEME Mep Mo 3awmuTe OT MHAPOPMATUMBHOCTM MOBGOYHLIX KaHasoB,
cneumduyecknx npu nepegayde peuu.

15. JomxkHa 6bITb 3anpelleHa pabota CK3U npu BkaoveHHbIX B NM3BM wTaTHbIX cpeacTBax
BbIXO4a B paAnoKaHars.
16. KOoHTpOnem uenocTHOCTU A0/KHbI 6bITb OXBayveHbl hannbl:

Sparc Solaris (32-bits)
libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1,

libcapi20.la, libcpext.so.3.6.1, libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la,
libasnidata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1, libssp.la, libcsp.so0.3.6.1, libcsp.la,
librdrrndmbio_tui.s0.3.6.1, librdrrndmbio_tui.la, set_driver_license.sh, libcpcdrv_emul.a,

pkcs11_initialize, pkcsll_set_pin, pkcsll_generate_key, pkcsll_generate_key_pair,
pkcsil_hash, pkcsil_sign, pkcsll_verify, pkcsll_sign_hash, pkcsil_verify_hash,
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pkcsll_encrypt, pkcs11_decrypt, pkcsll_save_state, pkcs11_encrypt_sign,
libcppkcs11.s0.1.0.0, libcppkesi1i.la, libcsppkes11.s0.1.0.0, libcsppkesil.la,
librdrpcsc.so.3.6.1, librdrpcsc.la, librdrric.so.3.6.1, librdrric.la, cpverify, wipefile, csptest,
librdrrdr.so.3.6.1, librdrrdr.la, librdrrndm.so0.3.6.1, librdrrndm.la, librdrsup.s0.3.6.1,
librdrsup.la, librdrdsrf.s0.3.6.1, librdrdsrf.la, librdrfat12.s0.3.6.1, librdrfati2.la,
libcapil0.s0.3.6.1, libcapil0.la, libcpui.so.3.6.1, libcpui.la, cpconfig, mount_flash.sh.

JononHntenbHO No ypoBHIO 3awmTtbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.1a.

Sparc Solaris (64-bits)

libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.50.3.6.1,
libcapi20.la, libcpext.so.3.6.1, libcpext.la, libpkixcmp.so.3.6.1, libpkixcmp.la,
libasnldata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1, libssp.la, libcsp.s0.3.6.1, libcsp.la,
librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la, set_driver_license.sh, pkcsl1_initialize,
pkcs1l1_set_pin, pkcsll_generate_key, pkcs11_generate_key_pair, pkcs11_hash,
pkcsl1l_sign, pkcsll_verify, pkcsll_sign_hash, pkcsl1_verify_hash, pkcsll_encrypt,
pkcs11_decrypt, pkcsll_save_state, pkcsll_encrypt_sign, libcppkes11.s0.1.0.0,
libcppkcsli.la, libcsppkes11.s0.1.0.0, libcsppkesil.la, librdrric.so.3.6.1, librdrric.la, cpverify,
wipefile, csptest, librdrrdr.so.3.6.1, librdrrdr.la, librdrrndm.so.3.6.1, librdrrndm.la,
librdrsup.so.3.6.1, librdrsup.la, librdrdsrf.so0.3.6.1, librdrdsrf.la, librdrfatl2.s0.3.6.1,
librdrfati2.la, libcapil0.s0.3.6.1, libcapilO.la, libcpui.s0.3.6.1, libcpui.la, cpconfig,
mount_flash.sh, libstunnel.so, libstunnel.la.

JononHnTenbHO No YpoBHIO 3awmTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.50.3.6.1, libcsp_kc2.la.

Intel Solaris (32-bits)

libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.50.3.6.1,
libcapi20.la, libcpext.s0.3.6.1, libcpext.la, libcapilite.s0.3.6.1, libcapilite.la,
libpkixcmp.so.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1,
libssp.la, libcsp.s0.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la,

set_driver_license.sh, libcpcdrv_emul.a, pkcs11_initialize, pkcs11_set_pin,
pkcs11_generate_key, pkcsll_generate_key_pair, pkcs11l_hash, pkcsll_sign, pkcsll_verify,
pkcs11_sign_hash, pkcs11_verify_hash, pkcsll_encrypt, pkcsll_decrypt,
pkcsll_save_state, pkcsll_encrypt_sign, libcppkecs11.s0.1.0.0, libcppkcsil.la,

libcsppkecs11.s0.1.0.0, libcsppkesll.la, librdrpcsc.so.3.6.1, librdrpcsc.la, librdrric.so.3.6.1,
librdrric.la, cpverify, wipefile, csptest, librdrrdr.so.3.6.1, librdrrdr.la, librdrrndm.so0.3.6.1,
librdrrndm.la, librdrsup.so0.3.6.1, librdrsup.la, librdrdsrf.s0.3.6.1, librdrdsrf.la,
librdrfat12.s0.3.6.1, librdrfatl2.la, libcapil0.s0.3.6.1, libcapilO.la, libcpui.so.3.6.1, libcpui.la,
cpconfig, mount_flash.sh.

JononHntenbHO No ypoBHIO 3awmTtbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.la.

Intel Solaris (64-bits)

libcspr.so.3.6.1, cryptcp, certmgr, inittst, csptestf, der2xer, sv, libcapi20.s0.3.6.1,
libcapi20.la, libcpext.so0.3.6.1, libcpext.la, libcapilite.s0.3.6.1, libcapilite.la,
libpkixcmp.so.3.6.1, libpkixcmp.la, libasnldata.so.3.6.1, libasnldata.la, libssp.s0.3.6.1,
libssp.la, libcsp.so.3.6.1, libcsp.la, librdrrndmbio_tui.so0.3.6.1, librdrrndmbio_tui.la,
set_driver_license.sh, pkcs11_initialize, pkcsll1_set_pin, pkcsl1l_generate_key,
pkcs11l_generate_key_pair, pkcsll_hash, pkcsil_sign, pkcsll_verify, pkcsll_sign_hash,
pkcs11_verify_hash, pkcsll_encrypt, pkcs11l_decrypt, pkcsll_save_state,
pkcs11_encrypt_sign, libcppkecs11.s0.1.0.0, libcppkcsil.la, libcsppkcs11.s0.1.0.0,
libcsppkesil.la, librdrric.so.3.6.1, librdrric.la, cpverify, wipefile, csptest, librdrrdr.so0.3.6.1,
librdrrdr.la, librdrrndm.so0.3.6.1, librdrrndm.la, librdrsup.so0.3.6.1, librdrsup.la,
librdrdsrf.s0.3.6.1, librdrdsrf.la, librdrfatl2.s0.3.6.1, librdrfati2.la, libcapil0.s0.3.6.1,
libcapil0.la, libcpui.so0.3.6.1, libcpui.la, cpconfig, mount_flash.sh, libstunnel.so, libstunnel.la.

JononHntenbHO No ypoBHIO 3awmTbl KC2
cryptsrv, libcspr.la, libcsp_kc2.s0.3.6.1, libcsp_kc2.la.

-20-



MpunoxeHune 1. KOHTPOAb LEIOCTHOCTU NPOrpaMMHOro
obecneveHuns

B pononHeHne Kk AucTpmbyTuBy NOCTaBNATCA CKpunToBble darnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eaAnTbCa B LLEeTOCTHOCTU ANCTPUbYTMBa A0 €ro yYCTaHOBKM.

MporpamMmMHoe obecneyeHme CK3U Kpuntollpo CSP mMmeeT cpeactBa obecneyeHuss KOHTPOns
uenoctHocTtn MO CK3W, koTopble AO0MKHbI BbIMOSHAOTCA Nepuoanyecku.

Ecnn B pe3ynbTaTe NepuoAMYECcKOro KOHTPOJIS LIEOCTHOCTU MOsIBASIETCS COOo6LleHus o
HapyLeHUN LEeNOCTHOCTU KOHTponuMpyemoro dalina, nonb3oBaTenb 06si3aH npekpatuTb paboTy U
06paTUTbCs K aAMUHUCTPaTopy 6e30nacHoCTy.

AaMuHucTpatop 6e30MacHOCTW, MpoaHanM3MpoBaB MNpPUUYUHY, MPUBEALWYH K HapyweHuo
LLe/IOCTHOCTU, aomxkeH nepeycrtaHoButb MO CK3U Kpuntollpo CSP ¢ anctpmubytmea, nnm cuctemHoe MO.
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[MpunoxeHune 2. YnpaBsieHNe NpoTOKO/IMPOBAHNEM

Ons BKNOYEHUSA/OTKIIOYEHNS 3HAYEHNE Iog VICI'IO)'Ib3y17ITeZ

a) ansa Solaris i386, SPARC 32
[ns 3apaHna ypoBHsi MpoOTOKOJSa
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/opt/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Mackm TEKYLLEro ypoBHs U (popMaTa NpoToKoNa
/opt/CPROcsp/sbin/cpconfig —loglevel cpcsp -view

b) ans SPARC 64
[nsa 3agaHns ypoBHSA NPOTOKONA
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/opt/CPROcsp/sbin/sparcv9/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa Macku TeKkyLlero ypoBHs U ddopMaTta npoTokosa
/opt/CPROcsp/sbin/sparcv9/cpconfig —loglevel cpcsp -view

c) onsa Solaris i386, SPARC 32, SPARC 64 ypoBHS sapa
/usr/kernel/drv/drvcsp.conf
oTpeaakTupoBaTh loglevel

3Ha4yeHMeM NapaMeTpa YpPOBHb MpOTOKO/a ABNseTcs 6uToBas Macka:
N_DB_ERROR = 1 # coobuweHunsa o6 owmnbkax
N_DB_LOG = 8 # cooblieHuns o Bbi3oBax

3HayeHMeM nNapamMeTpa gopMaT NpoToKona ABAseTcs butoBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAY NS

DBFMT_THREAD = 2 # BbIBOANUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo coobLlieHue
DBFMT_HEX = 0x20 # BbiBOAUTb HEX gamn
DBFMT_ERR = 0x40 # BbiBogunTb GetLastError
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JIncT perncrtpaunm MaMeHeHun

JncT peructpaummn naMeHeHuin

Homepa nucrtoB (cTpaHuy) Bcero Ne Bxoaawum Moan. |AdaTa
NNCToB LOKYMeHTa N° conpoBoam-
MN3M | W3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTpaHuu) B TeNbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
narta
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	14. При загрузке ОС должен быть реализован контроль целостности программного обеспечения, входящего в состав СКЗИ «КриптоПро CSP», самой ОС и всех исполняемых файлов, функционирующих совместно с СКЗИ  с использованием программы CPVERIFY.
	15. Вход в BIOS (PROM) ЭВМ должен быть защищен паролем, к которому предъявляются те же требования, что и к паролю пользователя root. Пароль для входа в BIOS (PROM) должен быть известен только пользователю root и быть отличным от пароля пользователя ro...
	16. Средствами BIOS (PROM) должна быть исключена возможность работы на ЭВМ, если во время его начальной загрузки не проходят встроенные тесты.
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	18. Должно быть ограничено (с учетом выбранной в организации политики безопасности) использование пользователями команд cron и at – запуска команд в указанное время.
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	22. Должны быть приняты меры по исключению несанкционированного доступа посторонних лиц в помещения, в которых установлены технические средства СКЗИ «КриптоПро CSP», по роду своей деятельности не являющихся персоналом, допущенным к работе в указанных ...
	23. Должно быть запрещено оставлять без контроля вычислительные средства, на которых эксплуатируется СКЗИ «КриптоПро CSP» после ввода ключевой информации. При уходе пользователя с рабочего места должно использоваться автоматическое включение парольной...
	24. Администратором безопасности должно быть проведено опечатывание системного блока с установленным СКЗИ «КриптоПро CSP», исключающее возможность несанкционированного изменения аппаратной части рабочей станции.
	25. Из состава системы должно быть исключено все оборудование, которое может создавать угрозу безопасности ОС Solaris. Также следует избегать использования любых нестандартных аппаратных средств, имеющих возможность влиять на нормальный ход работы ком...
	26. После инсталляции ОС Solaris следует установить с сайта http://www.sunsolve.sun.com/ все рекомендованные программные обновления и программные обновления, связанные с безопасностью (recommended and security patches) от компании SUN, существующие на...
	27. На все директории, содержащие системные файлы ОС Solaris и каталоги   СКЗИ, устанавливают права доступа, запрещающие всем пользователям, кроме Владельца (Owner), запись.
	28. В связи с тем, что аварийный дамп оперативной памяти может содержать криптографически опасную информацию, следует отключить возможность его создания с помощью функции setrlimit с параметром RLIMIT_CORE=0.
	29. В ОС Solaris используется виртуальная память. Область виртуальной памяти должна быть организована на отдельном HDD и доступ к ней должен иметь только пользователь root. По окончании работы СКЗИ содержимое виртуальной памяти должно затираться с пом...
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