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1. OCHOBHble TexHn4yeckme AaHHble 1 xapakrepuctnkn CK3U

1.1. MporpaMMHoO-annapaTHasa cpeaa

CK3M «Kpuntolpo CSP» ncnonb3yeTtcs B nporpaMMHo-annapaTtHon cpeae OC AIX 5/6/7 (POWER).
Co cpokaMu sKcnayaTauum onepauuoHHbIX CUCTEM, B cpefe KOTopbIX pyHKUuMoHMpyeT CK3U, MOXHO

03HAKOMUTbLCA MO CreayllleMy agpecy:
<http://www.ibm.com/software/support/systemsp/lifecycle/>.

1.2. KntoueBble HOCUTENN
B kauecTBe KNOUYEBOro HOCUTENSA 3aKPbITbIX KOYENH u kno4ven 3 ucnonblyetca pasgen dalinoson

cucrembl Ha HDD M3BM.

1. XpaHeHue 3aKkpbITbiXx kNtoYelt Ha HDD MNM23BM gonyckaeTcsi TONbKO NpU YCII0OBUKW pacrnpocTpaHeHus
Ha HDD wnu Ha N3BM c HDD TpeboBaHui no obpaweHuo C KIo4YeBbiMM HocuTenamu (n.6.7

XT5AKM.00087-01 91 01. PykoBoacTBo aaMnHucTpaTopa 6e3onacHocTmn obuwas 4acrb).
2. icnonb3oBaHWe HoCuTenen Apyrmx TUNOB - TOJIbKO Mo cornacosaHuto ¢ ®ChB Poccun.
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2. YctaHoBka guctpubymea 0O CK3U

YcTaHoBKa, yaaneHne wu ob6HoBneHne [0 ocyllecTBNsAeTCs MoJjb30BaTesleM C MnpaBaMu
aAMUHUCTpaTopa: Mo YUYETHOM 3anuckio root UM C UCMONb30BaHMEM KoMaHabl sudo.

CK3MN Kpuntolpo CSP TpebyeT cneaywwer nocnefoBaTesibHOCTM YCTaHOBKKW: CcHavana
yCTaHaB/IMBAETCA MpoBangep, 3aTeM YyCTaHaB/MBAOTCH OCTaljibHble MOAYAW, BXoAslme B COCTaB
KOMMNeKTaumu.

B OC AIX ansa ycTaHoBKW, yaaneHuss u obHoBneHus MO npuMmeHstoTcs naketol (packages).
MakeT - apxuB AUCTpubyTMBaA, coaepxawui dannbl yCTaHaBAMBAEMOro npwuaoxeHnss un dannbi,
NCMOMb3YOLWMECS MHCTANNATOPOM ANs KOHMUrypupoBaHus cpedbl. B onepauunoHHbiXx cucteMax AIX
ncnonb3lyetcsa MeHeaxep naketoB RPM (Red Hat Package Manager), koTopbih siBnsetcs rMbkumm
WHCTPYMEHTOM A/1 YCTAHOBKW, yAasieHusi, 06HOBNeHUS W COOpPKM MpOrpaMMHbIX NakeToB. [lakeTbl,
npeAcTaBfieHHble B Buae daina C pacwmpeHueM .rpm, cogepxaTt B cebe HenocpeaCTBEHHO dannbl
MO n nHdopMaumno ANa KOHUIypupoBaHus cpeapl.

[ns ycTaHOBKM NakeTa MCNOJb3yeTCcs KOMaHaa:
rpm -i <damn_nakera>
Hanpumep: rpm -i./Isb-cprocsp-base-3.6.1-4.noarch.rpm
Onsa ypaneHus nakeTa MUCMNonb3yeTcs KoMaHaa:
rpm -e <uMs_nakera>
Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
MM nakeTa MOXET He BKAK4YaTb BEPCUIO.
Hanpumep: rpm -e Isb-cprocsp-base
Takxe yrnpaB/ieHMe NakeTaMu MOXXHO BbINOSHATL 4Yepe3 rpaduyeckyto o6onouky smitty.
dannbl M3 NakeToB yCTaHaBMMBatoTCs B /opt/cprocsp.

MakeTbl 3aBUCAT Apyr OT Apyra, NO3TOMY AOJIKHbI YCTAHaB/IMBATbCA MO nopAaaKy C yqéTOM 3TUX
3aBVICVIMOCTEI71, d yAanAaTbCA B 06paTHOM nopsaake. YC/IOBHO MOXHO CUUTaTb npaBwJibHbIM NOPAAKOM
TOT, KOTOprVI onucaH B Tabnuue 3aBUCUMOCTEN M Ha3HAUEHUS MAKETOB.

MakeTbl MOryT 6bITb He3aBUCMMbIMW OT apxuTekTypbl (noarch B umeHn danna nakerta), Toraa
OHW CTaBATCA Ha N6yl apxutekTypy. lMakeTbl MOryT 6bmb AN apxuTtekTypbl ppc32 (ppC B MMEHMU
danina nakerta), a TaKXe A9 apxXuTekTypbl ppc64 (ppc64 B MMeHM alna nakeTa), TOr4a OHMU
cTtaBatcsa Ha OC, cobpaHHylo o4 COOTBETCTBYHOLLYK apxuTekTypy. Yacto 64-6utHble OC
OAHOBPEMEHHO MOAAEPXMBAKT M 32-6UTHble MPUIOXKEHUS, U 64-OBUTHbIE, TOr4a Npu HeobxoaMMOCTH
MOXXHO CTaBuUTb 06a KOMMNNEKTa.

Tabnuuya 1 - 3aBMCUMOCTb M Ha3HaYeHMs NakeToB (415 NPOCTOTbl ONMCaHbl 32-6UTHble NakeThbl).

Nma nakeTa 3aBUCUMOCTMU Ha3HauyeHune nakeTa

Ob6sa3aTeNbHble MAaKeThl

cprocsp-base ba3oBbii nakeT, ycCTaHaBnAMBaeTCs
nepBbIM.

cprocsp-rdr cprocsp-base OCHOBHble NMPUIOXKEHUS, CYHUTbIBATEM
n ACH.

cprocsp-capilite cprocsp-rdr CAPILite, nporpamMmbl U 6nbnMoTeKN

AN BbICOKOYpOBHEBOW paboThbl C
Kpuntorpaduen (ceptudukatamu,

CMS..).
cprocsp-kcl cprocsp-rdr Mpoeanpep KC1.
,U,OI'IOJ'IHVITeJ'IbeIe naKeThbl
cprocsp-devel cprocsp-base MakeT ans paspaboTuumka.
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cprocsp-stunnel

cprocsp-base

YHuBepcanbHbI SSL/TLS TyHHENb.
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3. O6HoBneHne CK3U

Ona obHoBneHna CK3UM Ha OC AIX HeobxoauMmo:
— 3aMOMHUTb TeKyLyt KoHburypauyuwo CSP:
*Habop YCTaHOBNEHHbIX MAaKETOB;

" HACTPOMKMU nposangepa (ans NpPOCTOThI MOXHO COXPaHUTb
/etc/opt/cprocsp/config[64].ini);

— yaanuTb wWTaTHbiMK cpeacteamu OC Bce nakeTbl CK3U;
— YCTaHOBWTb aHanorn4yHole HoBble nakeTbl CK3U;

—  Mpu HeobXxo4MMOCTU BHECTU M3MEHEHMs B HacTponku (MOXHO nocMoTpeTb diff cTtaporo
n HoBoro config[64].ini);

—  KJIO4YM M cepTuUdUKaTbl COXPaHAOTCS aBTOMAaTUYECKM.
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4. Hactponka CK3U

4.1. fJocTyn K ytunute gnsa Hactponkmn CK3WN Kpuntollpo CSP

HacTpoiika CK3W ocyuwecTBnseTcsa ¢ noMowblo yTunutbl cpconfig, KoTopas BXoAMT B COCTaB
avcTpubyTmBa w pacrnofiokeHa B aAupekTopunm /opt/cprocsp/sbin/<HaszBaHwe_apxuTekTypbl>. Ecnau
ycTaHoBneHbl nakeTbl CK3W ana pByx apxutekTyp, Hanpumep, ia32 mn x64, TO A[ENCTBUSA NO

HaCTPOMKE HY>XHO MPOBOANTb ABaXAbl — AN KaXAOW apXuTeKkTypbl cpconfig-oM M3 COOTBETCTBYHOLLEN
nanku.

4.2. BBOA CEpUMHOro HoMepa JSNLLEH3UN

Mpn ycTaHoBKe nporpamMMHoro obecnedeHns CK3M 6e3 BBOAA /IMLEH3UM MOJSIb30BATENHO
NpefoCTaBAAETCS NIMUEH3NS C OrpaHWYeHHbIM CpPOKOM aencTteusa. Ons wncnonb3oBaHms CK3W nocne
OKOHYaHMA 3TOro CpoKa nMosb3oBaTeNb AO/KEH BBECTUM CepuiiHbIA HOMep C 6naHka nuueHsuu,
MOSIY4YEHHOM Yy oOpraHmsauum-paspabotumka wMnNM opraHusauumm, MMelower npaBa pacnpocTpaHeHus
npoaykTta (awnepa). Ans npocMoTpa uMHGopMaumn O TULEH3UM BbINOHUTE!

# cpconfig -license -view

Onsa BBOAA NMLEH3UN BbINOJSIHUTE:

# cpconfig -license -set <cepuitHbli HOMEP>

CepuiiHbIn HOMep crepyeT BBOAMTb C cobnoaeHnem permctpa CUMBOJIOB.

4.3. HacTpolika obopynoBaHmsa CK3U

Ytunuta cpconfig Takxe npegHasHayeHa AN UM3MeHeHuMs Habopa YCTPOWCTB XpaHeHus
(HocuTenen) n cunTbiBaHMA (CuyuTbiBaTENEN) KAKOYEBON MHMOPMALUMM U AATUYMKOB CJyYalHbIX YuMC enl.
MpeaycTaHOBNEHHBIMU ABASAOTCS cuuTbiBaTenn flash-Hocutenen n obpas AMCKETbI Ha XXECTKOM AUCKE.

MpOCMOTpP CNMUCKA HACTPOEHHbLIX CUMUTLIBATENEN MPOM3BOAUTCSA KOMAHAOM:

# ./cpconfig -hardware reader -view

,U,J'IFI LI,OGaBJ'IeHVIﬂ CcyUTbIBaTeENd ANCKET UCMOJIb3YETCHA KOMaHAa:

# ./cpconfig -hardware reader -add FAT12 0 -name "Floppy Drive"

MpoCMOTp CNUCKa HacTpoeHHbIX [CH npon3BoaANTCS KOMaHAOM:

# ./cpconfig -hardware rndm -view

B wucnonHenHun 1-Base pans kKoHconbHoro BuoACH wucnonb3yetcs nakeT cprocsp-kcl.
KoHconbHbM BruoCH BBOAUTCSA KOMaHAOWN:

# ./cpconfig -hardware rndm -add bio tui -level 5 -name "Console BioRNG"

Ona nobasneHns OCY KMAM:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/var/opt/cprocsp/dsrf/dbl/kis 1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/var/opt/cprocsp/dsrf/db2/kis 1

Takxe Hago ckonupoBaTh dannbl ¢ BHeWwHen raMmmMon (06bdHo B /tmp/db[1,2]):
# cp /tmp/dbl/kis 1 /var/opt/cprocsp/dsrf/dbl/kis 1

# cp /tmp/db2/kis 1 /var/opt/cprocsp/dsrf/db2/kis 1

MonydeHne noapobHown cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help
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4.4, YcTaHOBKAa napaMeTpoB XYpHaanposBaHus

CK31 Kpuntollpo CSP nossonsietr cobupaTb OTNAAO0YHYI WMHGMOPMALMIO U UMeeT BO3MOXHOCTb
npoTokonmposaHmss cobbmuin. WHboOpMaumsa 3anucbiBaeTCcss B CUCTEMHbIM XypHan (06bMHO B
/var/log/messages). CylwecTByeT BO3MOXHOCTb WM3MEHEHUS] HAaCTPOEK >XXYPHAJMPOBAHMSA Pas/IMYHbIX
moaynen npoaykrta. CyuwecTByeT BO3MOXHOCTb WM3MEHEHUS YPOBHS XypHanupoBanus n dopMaTta
BbIBOAVMbIX OT/1aA04YHbIX COOBLLEHMNA.

MNMonyyeHne cnpaBKuM NO HaCTPOMKaM XYpHanMpoBaHus:
# cpconfig -loglevel -help
Moaynu, Ofs KOTOpbIX NMoAAEPXKMBAETCH XYpHaMpoBaHue:
CpCcsp - A4po KpunTonpoBsanaepa
capilO - CryptoAPI 1.0
cpext
capi20 - CryptoAPI 2.0
capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus Knden
libssp - TLS

cppkcsll - PKCS11
cpdrv - gpaviBep
dmntcs

4.5. HacTpoika kpuntonpoBaiaepa Mo yMOS4YaHuo

MpPOCMOTp TUMOB AOCTYMHbLIX KPUMNTOMPOBAAEPOB:

$ ./cpconfig -defprov -view_ type

MPOCMOTPp CBOMCTB KpUNTOMNpPOBaMaepa Hy>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

YcTaHOBKa npoBangepa no yMOJYaHWUIO AN HYXHOro tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

MoNyyeHne MMeHW npoBanaepa Mo YMOMYAHUIO AN HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BKkloveHMe pexxmMa YCUIEHHOro KOHTPOJIS UCMNOAb30BaHUS Kito4eln

PexxvM yCUNEeHHOro KOHTPOJSS WCMOSb30BaHWUS kitodelr obecneuymBaeT oOcCyllecTBieHne
KOHTPONS CpoKa AENCTBUS AOSIFTOBPEMEHHbIX KJIIOYEN 3NEKTPOHHOM MNOAMUCU N KNoueBoro obmeHa,
KOHTPOJIS [AOBEPEHHOCTWU KJIIOYEN MPOBEPKM 3SJIEKTPOHHOW MOAMMCU U  KOHTPONS KOPPEKTHOro
MCMOMIb30BaHUA MPOrpaMMHOro AaTyuka CJy4danHbiXx uyucesn. [locne ycnewHon WHCTannauum
HeobXx0ANMO BKJIOUUTb AAHHbIA PEXWM, BbINOSIHUB KOMaHAy:

# ./cpconfig -policy -set StrengthenedKeyUsageControl -value 1

Ona  obecneyeHus KOPPEKTHOrO (QYHKLUMOHMPOBaHUS nMpoBargepa B 4YacTu BbipaboTku
3/1eKTPOHHOM MOoAMMUCK, a Takxe paboTbl C BPEMEHHbIMM KA4YaMu (B 4YacCTHOCTW, Ans paboTbl B
pamkax TLS-coeauHeHus 6e3 ayTeHTUdUKAUUN KIMEHTa) W TreHepauun CJydalHblX AaHHbIX
Heobxo0AMMO Mpou3BeCcTU BbIPAabOTKY AOJIFOBPEMEHHbIX KAOYENn WAM 3anyCcTuTb yTuamTy csptest,
npeaBapuTEsIbHO MPOBEPMB, YTO 3aperucTpuMpoBaH XoTs 6bl OAMH AaTUMK Clly4alrHbIX 4YuUCen.

# ./csptest -keyset -verifycontext -hard rng

NcnonbsoBaHne CK3W 6e3 BKJIOYEHUS peXxuMa YCUIEHHOTO KOHTPOJSS UCMOJSIb30BaHUSA KIloUel
paspeLlaeTcs UCKJIIUYUTENBHO B TECTOBLIX LLENAX.
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5. YctaHoBKa COMyTCTBYIOWMX MaKeToB

[na nepejaun no ceTu 3anpocoB Ha ceptudukaTtbl, CRL M T.M., a TakxXe ANA MNOAAEPXKKM
[OMOJIHUTENBHbLIX  K/IIOYEBbLIX CUMUTbIBATENEN W HOCUTENEe MOXET noTpeboBaTbCs YCTAaHOBKA
[OMOJIHUTESbHbIX MaKEeTOB.

Ecnn conyTtcTBylowmMe nakeTbl CKayuMBakwTCA U3 WHTepHeTa, Heobxoanmo noaoTBepanTb UX
LLeNIOCTHOCTb, MNpoBepuB NoAnMUCb WM xaw. Ecnm UCTOYHMK He obecneunBaeTr Takue MEeXaHW3Mbl,
AONYyCKaeTCAaA MCNOoJIb30BaHMUE MaKeTOoB TOJIbKO C ANCKa C ,U,MCTDMGYTMBOM CK3W, roe atn MexaHu3Mbl
MUCMob3yTCA. Ha AnCKe nakeTbl nexaT B nanke extra.

5.1. BubnuoTteka libcurl

Mcnonb3syeTcs ans nepegaydm 3anpocosB Ha ceptudukatel, CRL 1 T.n. no cetwu.

C canta http://curl.haxx.se/ MOXHO cKayaTb MakeT C MWCXOAHbIMW TekcTamMu Ans
camocTosiTenbHon cbHbopku (obs3aTtenbHO Ana 64-6uTHOM Bepcun). Kak npaBumno, TaMm Xe ecTb
32-6uTHbIe BEPCUM BMHApPHbBIX MakeToB.

32-6UTHbIN BUHaApHbLIN NakeT AOCTYMNeH Ha canTe npousBoantTens OC:
http://www-03.ibm.com/systems/power/software/aix/linux/toolbox/rpmgroups.htmi

Mocne ycTaHOBKM BUBAMOTEK HaA0 3aperMcTpuMpoBaTb NMyTW K HUM. Hanpumep:

# /opt/cprocsp/sbin/ppc/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/libcurl.so

# /opt/cprocsp/sbin/ppc64/cpconfig -ini \config\apppath -add string libcurl.so
/usr/local/lib/64/1libcurl.so
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XTAN.00087-01 91 06. Kpuntollpo CSP. PykoBoACTBO agMnHUCTpaTopa 6e3onacHocTu. Micnosb3oBaHue
CK3U noa ynpasneHmnem OC AIX.

6. CoctaB 1 Ha3HadeHne koMmrnoHeHT MO CK3U

6.1. Bazosble moagynmn CK3U
MO CK3U copnepxunt 6a3oBble MOAYIN:
e libcsp - aMHaMnuecku 3arpyxaemas 6ubnmorteka Kpuntollpo CSP.
e libssp - 6ubnuoTteka nogaepx kK Moaynsa ceteBon ayreHTudumkaumm Kpuntollpo TLS
e cpverify — MOAY/Ib KOHTPONSA LLENOCTHOCTMW.
e wipefile - Mmoaynb yaaneHmsa dannos BMECTE C COAEPXKUMbIM.
B Ha3BaHuAX anctpmnbytnuBos CK3U ncnonb3yeTcs HOTaums:
e Cpro - npedukc;
e CSp - KpunTonposanaep;
e [d] - onuuMOHaNbHO - yKasblBaeT Ha AOKYMeHTauuwo (TecTtoBble NpUMepbI);
ppc/ppc64 - nnatdopma PowerPC 32/64 6uta.

6.1.1. bubnuoteka libcsp
BubnnoTeka libcsp peanusyet yenesble GyHKUMM KpUNTOrpadueckon 3awnTol MHGOpMaL nm, paboTy ¢
KA4YaMu, 4OCTYN K KAo4eBbiIM HocnTenam, buo1CH.
6.1.2. Moaynu ceteson ayteHTudukaumm Kpuntolpo TLS

Moayns libssp o6ecneunBaeT peanm3aunto NpoToOKOa ceTeBol ayTeHTud mnkaumm Kpuntollpo TLS. Ob6wee
onucaHve nNpoTokosa npuBeaeHo B AoKyMeHTe “XXTAM.00087-01 91 01. Kpuntollpo CSP. PykoBoAacTBO
agMuMHucTtpaTtopa 6e3onacHocTn. O6was yacrb.”

MpoTtokon KpunTtollpo TLS ncnonb3yeTt kpuntorpadpudeckmne dyHkumnm CK3MN ans obecneuyeHunsa npouecca
ayTeHTudumkaummn n wndposaHUsa Tpadurka MEXAY KIIMEHTOM U CEPBEPOM.
6.1.3. Moaynb cpverify
Moaynb cpverify npegHasHayeH AN KOHTPOAs LLenoCcTHOCTM npu yctaHoBke CK3U 1 dyHKLMOHUpPOBaHUN
MO CK3U Ha MNM3BM nonb3oBaTens.
6.1.4. Moaynb wipefile
Moaynb wipefile ncnonb3lyeTcs ansa yananeHus gannos BMeCTe C COAEPXMMbIM MPU WUTATHBLIX M HELLTATHbIX
(cBONMpoOBaHWe) cMTyau nsax.
6.2. Moagynu noacuctembl nporpaMmHon COK

6.2.1. Moaynb libcapi20
Moaynb libcapi20 uvcnonb3yetcs ana ynpasrieHus cepTudukaTaMm OTKPbITbIX KIKOYEN, a Takxe ans
obecneyeHns BbINOHEHUA KpunTorpadunyecknx 3anpocos Ha ypoBHe nHTepderica CryptoAPIv. 2.0. UHTepdeinc
Moayns capilite asenseTca noaMHoxecTtBoM MHTepdenca CryptoAPI v. 2.0.
6.2.2. bubnunoteka librdrrdr
bubnnoTteka librdrrdr o6ecneunBaeT yHUDMUNPOBaAHHLIA MHTEPdENC AOCTYNa K KIIHOYEBBLIM HOCUTESIAM
BHE 3aBMCMMOCTM OT MX TuNa.
6.2.3. Moaynun yCTpoWncCTB

Moaynu obecneumsatoT peanmnsauunto A0CTyna K KOHKPETHbIM TuUNaM KJHYeEBbIX HoCcuTenem w
cyunThbiBaTENEN:

. librdrfatl2 « guckosoay u auckeTe 3.5" n pasgeny XecTkoro aucka

6.2.4. bubnunoteka librdrsup
Bbubnmnoteka librdrsup o6ecneunBaeT peannsauunio obwmnx GyHKL UK A4OCTYyMNa K pa3/IMyHbIM K/IOYEBbIM
HOCUTENSM,
6.2.5. Moaynu paTtymkoB CrydamHbIX yucen

Bubnunotekn librdrrndm v librdrrndmbio_tui o6ecneunBatoT nogaepxky paboTtbl ¢ pusmdyeckum ACH
MAK 3awuntbl oT HCA n BnnoJCH cooTBETCTBEHHO.

Bubnnoteka libasnldata nogaep>xxkm npotokosna ASN1

bnbnmoteka libasnldata copgepxut @yHKUuMM npeobpas3oBaHMsa CTPYKTYP AaHHbIX B MaWMWHHO-
He3aBMCMMOE NpeacTaBleHune.
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7. BctpameaHme CK3U B npuknagHoe MO

MNpn BcTpamBaHmm CK3W B npuknagHoe nporpaMMHoe obecnedeHue A[O0MXKHbI BbINOSHATHCS
TpeboBaHus pasgena 17 pokymeHta <«XTHAM.00087-01 91 01. Kpunrtollpo CSP. PykoBOACTBO

aaMuHucTpatopa 6esonacHocTn. Obwasa vacTb» M gokymeHta «XTSM.00087-01 96 01. PykoBoACTBO
rnporpamMmucTa».

Ons vcnonb3oBaHusa 6mbnuotek Kpuntollpo CSP B OC AIX B npuKAagHbIX MNPUIOXEHUSX MpuU

NMHKOBKe 6ubnnotek M wucnonHsaemblXx dannoB ¢ 6ubnuotekamm Kpuntollpo CSP Heobxoaumo
ncnonb3oBaTtb C++ KOMMNOHOBLUMK (XIC_r).

MNpn pabote c CSP B Ao4YepHUMX MOTOKAX peKOMeHAYyeTCs yCTaHaBAMBaTb pa3Mep CTeka Ans
notoka He MeHee 700 KB:

e c nomowbto pthread_attr_init() n pthread_attr_setstacksize() 3agaTtb pasmep,
e nepepaTb aTpubyT B pthread_create(),
e N YHUYTOXMUTb ero BbiBoBOM pthread_attr_destroy().
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XTAN.00087-01 91 06. Kpuntollpo CSP. PykoBoACTBO agMnHUCTpaTopa 6e3onacHocTu. Micnosb3oBaHue
CK3U noa ynpasneHmnem OC AIX.

8. TpeboBaHMsA NO OpraHNU3aLMOHHO-TEXHUYECKUM W aAMUHUCTPATMBHBLIM MepaMm
obecrnevenns akcrnyataumm CK3U

[OMKHbI BbINONHATbLCS TpeboBaHMS MO OpPraHM3aUMOHHO-TEXHUYECKMM W aAMUHUCTPATUBHbLIM
MepaM obecnedeHus 6ezonacHocTm akcnnyaTauum CK3UM B obbeme paspgenoB 15 M 16 pgokyMmeHTa
«XKTAMN.00087-01 91 O01. Kpuntollpo CSP. PykoBoACTBO aaAMMHUCTpaTopa 6e3onacHocTu. O6uias
yacTb».

8.1. O6bwime mepbl 3awmnTtbl oT HCA MO c yctaHoBneHHbM CK3W ana OC AIX

Moa ynpasneHneMm UNIX-nogobHbix onepauuoHHbIX cucteM CK3M Ao/mKHO MCNOb30BaTbCA C
nporpaMMHbIM obecneyeHnem:

e Certmgr (Kpuntollpo Certmgr)
e CryptCP

e Apache Trusted TLS (Digt)

e Trusted TLS (Digt)

Mpu mncnone3oBavun CK3W noa ynpasneHuem OC AIX gomkHbl 6bTb NPUHATHI 4ONOSHUTEbHbIE
Mepbl OPraHM3aLUMOHHOIO M TEXHMYECKOro XapakTepa W AONOSHUTENbHas Hac TpokKa onepauuoHHOM
CUCTEMBI.

Mpn ncnonb3oBaHWUM KOMMNbOTEPOB noA ynpasneHnem OC AIX ans peweHus 3asay, CBSA3aHHbIX
C 3awuton wuHdopMaumm, HeobxoaMMO NpPeAnpUHSATb AOMOJIHUTENbHbIE Mepbl OpraHM3auLMWOHHOIO W
TEXHMYECKOr0 XapakKTepa W BbINONHUTb AOMOJHUTENIbHbIE HAacTPONKKM oOnepaunoHHOM cucTembl. [Mpwu
3TOM HeobxoamMMo obecneunTb AOMOAHUTENbHYK 3awuTty cepBepa m OC ot HCA, 6ecnepeboiHbin
pexxuMm paboTbl U UCKIOYUTb BO3MOXHOCTWM "OTKasza B 06CAyXuBaHUKU", BbIBBAHHOMO BHYTPEHHUMU
npuyvHamMmn (Hanpumep - nepenosiHeHMeM (anIoBbIX CUCTEM).

8.1.1. OpraHu3aLMOHHO-TEXHUYECKMNE MEpbI

1. K opraHM3aumoHHO-TEXHNYECKUM MepaM OTHOCATCSA:

obecneveHne pusnyeckoin 6e3onacHOCTU cepBepa;
yCTaHOBKa NMpOrpaMMHbIX 06HOBNEHWN;
opraHusauusi npoueaypbl pe3epBHOro KONUPOBAHUS U XpaHEHUS pe3epBHbIX KOMUINA.

JononHuntenbHble HacTponkm OC AIX kacatTcsa cnegyrowero:

e OrpaHuMyeHMe AOCTyna Mosb30oBaTeNlel N HAaCTPOMKKN MOJSIb30BaTENIbCKOr0 OKPYXEHUS;

e OrpaHuyeHue ceTeBbIX COeANHEHUM;

e OrpaHUYeHus Mpu MOHTUPOBaHUU (HanNoBbIX CUCTEM;

e OrpaHuM4yeHus Ha 3anyck npoueccos;

e KOHTposib 3arpy3km OC W KOHTPO/Ab LENOCTHOCTUM CUCTEMHOMO W MpUKIaAHOro
nporpaMMmHoro obecneyeHus gomkeH obecneymBaTbCs NpU MOMOLLM I/IEKTPOHHOIO 3aMKa

e [ONONHUTENbHbIE HAcTpokkn aapa OC;

e HACTpOliKa CeTeBbIX CEPBUCOB;

e OrpaHuM4yeHue KoauyecTBa "BuUAMMON u3BHe" MHdOpMaUMM O CUCTEME;

e HACTpoOliKa NOACUCTEMbl NPOTOKOJMPOBaHUA W ayauTa.

2. B cucTeMe peructpupyeTtcs oAuH nosb3oBaTesb, obnajalowmni npasamMu agMMHUCTpaToOpa,
HOCAWMA MMA root, Ha KOToporo Bosnaraetcsa obsasaHHOCTb KoHbUrypmposatb OC AIX, HacTpauBaTb
6e3onacHocTb OC AIX, a Takxe KoHdurypmposaTb N9BM, Ha koTopyto ycTtaHoBneHa OC.

3. Onsa noJsib3oBaTeENA root Bblﬁl/lpaeTCFl HaZEeXHbIN napojsb BXoda B CUCTEMY,
y,CI,OB}'IeTBOpFlIOLLLMﬁ cneayrumnm TpeGOBaHMﬂM! AnnHa naposda He MeEHee 6 CVMBONOB, cpean
CMMBOJIOB MNaposida AO0JDKHbl BCTpeYaTbCA 3arjlaBHble CWUMBOJIbl, MNPOMUCHbIE CWMBOJIbI, Ll,VICbpr 7
crneuyunanbHble CUMBOJIbl, CPOK CMEHblI NMaponda He peXe oAHOro pasa B Mecdu, AOCTyn K naposio
AomkeH bbb obecneyeH ToNbKO aAMUHUCTPATopYy.
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4. MNonb3oBaTtento root AOCTYMNHbI HACTPOMKM BCeX nosb3oBaTtenern OC AIX, KOTOpble OH MOXET
npocMaTpuBaTb, pefakTupoBaTb, yAansTb, co3gaBaTb. Bcem nonb3oBaTensM, 3apermcTpupoBaHHbIM B
OC AIX , nonb3oBaTesib root B COOTBETCTBMU C MOJSIMTUKOMN 6€30MacHOCTU, NPUHATOMN B OpraHmMsauunm,
AaeT MUHUMaNIbHO BO3MOXHble A7 HOpManbHOW paboTbl nmpaBa. Kaxabw nonb3oBaTtenb OC AIX, He
ABNSOWMNACSA Nonb3oBaTeseM root, MOXeT nMpocMaTpMBaTh M pPeAaKTUPOBATb TObBKO CBOM YCTAHOBKMU
B paMKax npaB AOCTyrna, Ha3Ha4eHHbIX eMy nosib3oBaTtenemMm root.

5. Bcex nonb3oaTtenenn [1DBM, KoTopble He nMONb3YKTCH [aHHOW CUCTEMON, U BCeX
CTaHAapTHbIX Nonb3oBaTenen, Kotopble co3aatotcsa B OC AIX Bo BpeMs yCTaHOBKM (Takux, Kak "sys",
"uucp", "nuucp"”, n "listen"), KpoMe nonb3oBaTens root, cneayeTt yaanuTb.

6. B OC AIX cywecTBylT wucnosHAeMble dannbl, KOTOpble 3anyckKaklTcs C npaBamu
nonb3oBaTtens root. 3Tu dannbl MMeT ycTaHoBeHHbM ¢nar SUID. Monb3oBaTesnb root AO/KEH
onpeaennTb, KakuMM w3 3TUX (ansioB B paMKax onpeaeneHHOW B OpraHusauum MoJsITUKK
6e3onacHoCTK He TpebyeTcs 3anyck C aAMMHUCTPATUBHbLIMM MOJIHOMOYMSMM, U C MOMOLWbID cbpoca
¢dnara SUID ponkeH CBECTU KOMMYECTBO Takmx anmnoB K MUHUMYMY. 3anyCcK ocTaBluxcs ¢dannos C
yCTaHoBNeHHbM dnarom SUID pgosmkeH KOHTPOAMPOBATbCSA Mosib3oBaTenem root.

7. Mpu wncnonb3oBaHun CK3U Ha [M2BM, noakatoyeHHbIX K 06WwenoCcTyrnHbiIM CeTsSM CBS3N,
OOJIKHBbI bbb npeanpuHATLI AONOJTHUTENbHbIE Mepbl, NcKYvamLime BO3MOXHOCTb
HECAHKLMOHNUPOBAHHOIO A0CTYyMa K CUCTEMHbIM pecypCaM UCMOJb3yeMbIX OMepauUoOHHbIX CUCTEM, K
nporpaMMHOMy o6ecneyeHunto, B OKPYXEeHMM KOTOporo yHKUMOHMpYOT CK3WM, M K KOMMOHEHTaM
CK3M cO CTOpPOHbI YKa3aHHbIX CeTeM.

8. lMpaBo gocTyna K paboumMm MecTaM C ycTaHoBneHHbiM O CK3W npepocTaBnsieTcs TOJbKO
nMuaM,  O03HAaKOMJIEHHbIM C  NpaBWlaMuM  MNOMb30BaHMA U U3YUYMBLUMM  3KCMJTyaTaLMOHHYHO
OOKYMEHTaLUMo Ha nporpaMMHoe obecrnedyeHue, umeroulee B cBoeM coctaBe CK3U.

9. Ha TexHuyeckmx cpeacTtBax, ocHaweHHblXx CK3WM Ao/mkHO MCNonb3oBaTbCA TOSbKO
NMUEH3MOHHOE nporpammHoe obecneveHne bMpM-nponssoauTenen.

10. B BIOS onpeaenstoTcs yCTaHOBKWU, UCKOYalOWMe BO3MOXHOCTb 3arpy3ku onepaumnoHHOM
CUCTEMbIl, OT/IMYHOW OT YCTAHOBJIEHHOW Ha >XECTKOM AUCKE: OTK/IYaeTCd BO3MOXHOCTb 3arpy3ku C
rmbkoro gucka, npusoga CD-ROM wu npoume HecTaHpapTHble BuAbl 3arpy3ku OC, BKAOYas CeTEBYIO
3arpy3ky. He npumMmeHsatTca T29BM ¢ BIOS, wuCkAlO4YawWMM BO3MOXHOCTb OTKJIHOUEHUS CeTeBOW
3arpy3ku OC.

11. CpeactBamu BIOS posmkHa 6bTb MCK/IHOYEHA BO3MOXHOCTb OTKJ/IHOUYEHUS MOJSIb30OBaTeNs MU
ISA-ycTponictB n PCI-ycTpoicTB. [N UCKAOYEHUS 3TOM BO3MOXHOCTM BXoA4 B BIOS 3BM posmkeH
ObMb 3allMWEH NaposieM, K KOTOPOMY TMpeabsaBAsSlOTCS Te Xe TpeboBaHMsA, 4YTO M K Maposo
nono3oaTtens root. Maponb ana Bxoga B BIOS ponxeH 6bTb U3BECTEH TOJIbKO MONb30BaTENO root u
6bITb OT/IMYHBLIM OT Napossa nosb3oBaTens root agng exoga B OC AIX.

12. [o 3arpy3ku OC poskeH 6bmb peann3oBaH KOHTPOJb LENOCTHOCTM (painoB, KPUTUYHbBIX
ang 3arpyskm OC n nporpammbl CPVERIFY.

13. Mpn 3arpyske OC pomkeH 6bTb peann3oBaH KOHTPONAb LENOCTHOCTU MPOrpamMmMHOro
obecnevyeHunsi, Bxoaswero B coctaB CK3W, camom OC U4 BCcex MuCnoNHsAeMbX ddainios,
dyHKUMOHMPYOLWKMX coBMecTHO ¢ CK3W ¢ ncnonesosaHnem nporpamMmbl CPVERIFY.

14. CpeacTtBamm BIOS posmkHa 6bTb UCKAKOYEHA BO3MOXHOCTb paboTbl Ha 3BM, ecnu BO
BpeMsi ero HayaslbHOM 3arpy3ku He NpoXoAaT BCTpOeHHble TecTbl 3BM (POST).

15. Ha MM2BM ponxHa ycCTaHaBnuBaTbCsa ToAbko oaHa OC. Ha M2BM He ycTaHaBnAMBalTCA
cpenctB paspabotkm u  oTtnagkm [O. Ecnm cpeactBa  OT/aAKuM  MPUIOXKEHUA  HYXHbl  Ans
TEXHONIOMTMYEeCKnx  notpebHocTeln opraHmMsauum,  TO MX  WCNOSb30BaHME  JO/MKHO bbb
CaHKLUMOHUPOBAHO aAMWHUCTpaTopoM 6e3onacHocTu. B nobom cnyyae 3anpewaercs MCMNoONb30BaTb
3TU CpeacTBa Ans NpOCMOTpa U peAakTUPOBAHUS KOAA W NaMATU NMpUNoXeHun, ncrnonbsyowmnx CK3U.
Cnepyet wusberaTb nonagaHuvs B CUCTEMY MporpaMM, MO3BOMSAKOWMX, MNOMAb3ysAcb owmbkamu OC,
nony4yaTb npuBunernn root.

16. [JosmkHo 6brb oOrpaHmyeHo (C y4yeTOM BbIGpaHHOM B OpraHuMsauuMm MOJAUTUKMU
6e3o0nacHOCTU) UCMOsIb30BaHWe MOsb30BaTeNsaMM KOMaHA4 cron u at — 3anycka KOMaHA B yKasaHHoe
BpemMs.

17. JomkHO 6bMb peanu3oBaHO (GuU3nYecKoe 3aTuUpaHMe COAEPXWUMOro yaansieMblx ¢ainnos ¢
ncnonb3osaHmeM nporpammbl Wipefile n3 coctasa CK3W.
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18. [onkHbl 6bTb OTK/OUEHbI CEeTEBblE MNPOTOKO/bl, KOTOPble HE MCMONb3YITCS Ha AaHHOM
3BM.

19. B cny4ae noakntoveHus 2BM c ycTtaHoBneHHbiM CK3UM k obwenocTynHbIM ceTaM nepegayu
AAHHbIX OTK/OUUTb MUcnonb3oBaHue JavaScript, VBScript, ActiveX n apyrux nporpamMmHbix 06beKTOB,
3arpy>aembix U3 CeTn, B NMpUKIagHbIX NporpaMMax.

20. [osmkHbl O6bITb MNPUHATBI MEpbl MO UCKJ/IIOYEHMIO HECaHKLMWOHMPOBAHHOINO A0CTyna
MOCTOPOHHMX NL, B MOMELEHNS, B KOTOPbIX YCTaHOBMNEHbI TexHnyeckue cpeactea CK3U «Kpuntollpo
CSP», nmo poay CBOeN [eATeNIbHOCTUM He SBASKLWMXCS MNepCcoHasioM, AOMNyWeHHbM K paboTte B
yKa3aHHbIX MOMELLEHUSX.

21. [Jo/mKHO O6bITb 3anpeleHo oCTaBnaATb 6e3 KOHTpPons BbMUCAUTENbHblE CpeacTBa, Ha
KoTopbiXx 3akcnnyaTtupyetcsa CK3U «Kpuntollpo CSP» nocne BBoAa kw4deBon uHdopmauuu. [pu
yxoae nonb3oBatens ¢ paboyero Mecta AO/MHKHO WMCMONb30BaTbCA aBTOMAaTUYeCKOe BKJ/IHOYEHUE
rMaposibHOM 3acTaBKMU.

22. N3 cocTaBa cucTeMbl 4O/MKHO 6bITb MCKIOUEHO 060pyAOBaHMe, KOTOpOe MOXET C034aBaTb
yrposy 6e3onacHoctn OC AIX 5/6. Takxe HeobxoauMo wusberatb MUCMNOAb30BaHWUS HeCTaHAAPTHbIX
annapaTtHbiX CpeACTB, MMEKLWMX BO3MOXHOCTb BAWATb Ha (YHKLUMOHMpOBaHWe komnbioTepa mnm OC
AIX 5/6.

23. MNocne wHcTannauum OC cnegyeTr ycTaHoBuTb C cauta http://www.ibm.com/ Bce
pPEKOMEHAOBAHHbIE  MpPOrpaMMHbie  O6HOBNEHMA U MNporpaMMHble  OBHOBMIEHUS, CBSAI3@HHble C
6e30nacHOCTbIO.

24. Ha Bce aumpekTopun, cogepxawime cuctemHble dannbl OC AIX mn kaTtanoru CK3Wu,
HeobxoAMMO yCTaHOBMTb MpaBa AOCTyna, 3anpeuwjatolwme BCeM MNosb3oBaTensaM, Kpome Bnagenbua
(Owner), 3anuce.

25. B cBS3M C TeM, 4YTO aBapwiMHbLIA p[aMn OMepaTUBHOM NaMATM MOXET CoAepXaTb
Kpuntorpadumyeckm onacHyto wuHdboOpMauuio, B MpuUKIaAHbIX nporpaMMax, wucnonbsytowmnx CK3N,
cnepyeT OTK/IOYUTb BO3MOXHOCTb €ro co3gaHua ¢ noMowbio dyHkuum ulimit (yctaHoBuTb pasmep
Aamna namatu B 0).

26. B OC AIX wucnonb3yetcs BupTyanbHas namMatb. ObnacTb BMpPTyasbHOM NaMATUM AOJIKHA
6bMb OpraHusoBaHa Ha OTAE/IbHOM XecTKoM aucke. [lo okoH4yaHuu paboTbl CK3W coaepxkumoe
BMpPTYasibHON MaMsaATW AO/HKHO 3aTupaTbCs C ucnonb3osBaHueMm cpeacts OC. B cnydae aBapuiiHOro
ocTaHoBa 2BM, npu cnepytouwen 3arpyske Heobxoammo B pexume “single user” ouncTtutb ob6nacTb
BMpTyasbHON namatu nporpammonn wipefile, Bxogswein B coctaB CK3W Kpuntollpo CSP. B cnyuae
BbIX04A M3 CTPOA KECTKOro AucKa, Ha KOTOpOM Haxoautca ob6nacTb BUPTYalbHON MaMaTw,
KpunTtorpadumyeckme KAKYM NOANEXaT BbiBOAY M3 AENCTBUSA, a XECTKMA AUCK He nojjsexall M
PEMOHTY. DTOT XECTKUA ANUCK YHUYTOXAETCS MO NpaBuiaM YHUUTOXEHUS KITIOUYEBbIX HOCUTENEN.

8.1.2. [JononHutenbHble HacTpoihku OC AIX

Hactpoiiku OC AIX BbINONHANTCA NYTEM pepakTupoBaHus (ypaneHus, nob6aBneHus) pasnnUyHbIX
KOH@UrypaunoHHbIX 1 KOMaHAHbIX G alfioB Kak Bpy4YHY, TaK U C UCMO/Ib30BaHNWEM CUCTEMHOM YTUANTBI smitty.

[Ons coXxpaHeHMs BO3MOX HOCTM "OTKaTUTL" BHECEHHbIE U3MEHEHUS CNeAYeT COXPaHSaTb Moagnduumnpyemblie
dannbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENIE UM HA HE MOHTMPYEMOM aBTOMaTU4Yecku ¢ ainoBomn
cucreme).

OrpaHuyeHre AocTyna Nofib30BaTesien U HAaCTPOIKK MOJIb30BaTENLCKOIr0 OKPYXKEHMUS
HacTpoiika nonb30BaTENbCKOr0 OKPYXEHUS 3aKII0UaeTcsa B CNeAyolULMX 1eNCTBUSX:

1. Wcnonb3ya yTunuty smitty, cneayeT yCTaHOBUTb Cliedylolne AMPEKTMBbI ANA  BCEX
nonb3oBaTenen CUCTEMbI:

Expiration date - He 6onbwe 30 gHel C MOMeHTa co3aaHus.

Number of failed logins before locked =3 konuMyecTBO HEBepHbIX MOMbLITOK perncTpaumm
nonb3oBaTens.

Soft core file size=0K ansa 3anpeta co3gaHus core-dainos
UMASK=022 (napameTp 3ajaeT MacKy co3aaHus dalina no-yMosvaHuio).

Another user can su = False napaMeTp orpaHMuYMBaeT BO3MOXHOCTb perncTpauumn
Cynepnosnb30BaTens Yepes yTUIuTy su).
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Ona nonb3oBaTtens root yCTaHOBUTb MAacKy pexuma cospaHus dannos 077 vnum 027:

umask 077 (umask 027);

2. OrtpepakTtupoBaTb d¢ainn /etc/shells n nomecTutb B HeEro wuMMeHa TONbKO ANa TexX
ncnonHsemblx darinos o6on04eKk, KOTOpble YCTaHOBMEHbl B cucTteMme. o yMon4yaHuio, CoAepXxumoe
danna /etc/shells moxeT 6bITb TaknM:

/bin/csh, /bin/tcsh, /bin/sh, /usr/local/bin/bash

3. Ypanutb dann (ecnm oH cyuiecTtByeT) /.rhosts.

4. Ypanutb cogepxumoe ¢darna /etc/host.equiv.

5. OtpepaktupoBaTtb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTUdMKaLUK.
BbiInonHAETCA KOMMEHTMPOBAHMEM BCEX CTPOK, CoAepXKalluMx noAcTpoky "pam rhosts_auth.so".

6. [MpoBepuTb wnaeHTudUKaTopbl MOAb30OBATENSs UM [rpynnbl A8 BCexX Monb3oBatenewn,
nepeuncneHHolx B danne /etc/passwd. Cneayer ybeautcs, 4To He CylwecTBYEeT NOJsb30OBaTenewn,
uMerwmx uaeHtTudukatop nonbsosatens 0 wu  waeHTudwmkatop rpynnbl 0 Kpome, BO3MOXHO,
rnosib3oBaTtensa root.

7. Co3gaTb MepeyeHb MNporpamMM, KOTOpble 3amycKalTCs C MpaBaMu agMUHUCTpaTopa, MU
KOHTPO/IMPOBaTb €ro HEM3MEHHOCTb;

8. 3anpeTuTb permcTpauuio B CUCTEME MNOJIb30BATEsNIEN, MMelWwnx cnegywwme "cnyxebHble
umeHa":

daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

w

[encTBue BbINONHAETCA NyTeM Yyka3aHua B danne /etc/passwd cTpoku B none shell-

nporpaMmmbl U yKasaHus cuMmBona 'xX' B nose napons.

OrpaHuyeHvs Npu _MOHTUMPOBaHWW (PanaoBbIX CUCTEM
OrpaHunyeHnss nMpy MOHTMPOBaHMM (annoBbIX CUCTEM peanu3yrTcs peakTvpoBaHuem danna
/etc/filesystems:
YCTaHOBUTb onuuto nosuid Npyu MOHTUPOBaHUM GalnoBoOn cucTemsbl /var.
Mpy MHCTanNNAUUM CUCTEMbI CrieayeT BbiaenuTb Ans dannosbix cuctem /, /usr, /usr/local, /var
pa3sHble pa3aenbl AMCKa A0S NpefoTBpalleHUs NMepenosiHeHUs KPUTWUYHbLIX dalkinosbix cuctem (/, /var)

3a CcYyeT, HanpuMep, nMONAb30BaTeNbCKUX AaHHbX W obecrnevyeHUss BO3MOXHOCTWM MOHTMPOBaHUS
dhannoBon CUCTEMbI /USr B peXxunMe "ToSIbKO ANnsa vyteHus".

OrpaHunyeHnsa Ha 3anycK Npoueccos

CnegyetT OrpaHuW4MTb WCMOSb30BaHWe B CUCTeMe [J1IaHMpOBLUMKA 3ajad cron W CpeacTs
nakeTtHonm o6paboTkn 3agaHui. [Ons HOpManbHOro @YHKLWOHMPOBAHUA CUCTEMbl MWHMUMAJsIbHO
HeobxoAuMbIM  SIBASIETCS pas3pelleHne WCNOoNb30BaHMS MAaHUpoBLUMKA 3a4ady Cron W CpeacTs
nakeTtHonm o6paboTkn 3adaHuii TONbKO nMosb3oBaTento root. [na 3Toro cneayet BbINOJHUTb
cneaylowme KoMaHapl (OT MMEHW Cynepnosib3oBaTens):

echo root > /var/adm/cron/allow
echo root > /var/adm/cron/at.allow

HacTpoika ceTeBbIX CEPBUCOB
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1. CnegyeT orpaHmunTtb pYHKLMOHANBHOCTb CEPBUCOB HE WCMONb3YEMbIX B AAHHOW CUCTEME.
[encTBue 3aknw4aeTcsa B peaakTupoBaHun arina /etc/inittab. B danne /etc/inittab cneapyet
3aKOMMeHTpoBaTb (yAannTb) CTPOKKU, coaepallme onmcaHusi TeX CEPBMUCOB, MCMONb30BaHME KOTOPbIX
Ha KOHUrypMpyeMoM KOMMbIOTEPE He SABMSIETCH HEOOXOAUMbBIM.

2. Ucnonb3ya yTuamty smitty, OTKAOUYMTb HEWCNO/Ib3yeMble CeTeBble CEPBUCHI, U CyXbbl,
3anyckaeMmblx Npu cTapte cuctembl. CneayeT 3anpetutb NpueM U3 BHEWHEW  CceTu
"wunpokoBewaTtenbHblX" (broadcast) nakeTtoB, a TakXxe nepeaadvyy OTBETOB Ha MpUHATbIe
"WwnpokoBewaTenbHble" nNakeTbl.

3. 3anpeTuTb Cynepnonb3oBaTento AocTyn no ftp.

4. ECnv nnaHupyeTCcs UCMosb30BaTb Ha HacTpamBaeMoM cepsepe cepsuc FTP, To cnepyet
3anpeTuTb AOCTYN No npoTtokony FTP nonb3oBaTensM, ANS KOTOPbIX 3anpelieH A0CTYyn K CepBepy no
npotokony FTP. B cnucke "sanpeweHHblX" Monb3oBaTenen, KakKk MUHUMYM, AO/KHblI bbb

nepeyunceHsl cnepytouwme nmeHa nosb3oBaTenen:
adm nobody4
bin nuucp
daemon root
listen smtp
Ip sys
nobody uucp
noaccese

5. Ana orpaHuMyeHuMss [OCTyna K CUCTEMHbIM dannaMm Ans HenpuBUIErmpoBaHHbIX
nosib30BaTesIeN, U3 KOMAHAHOW CTPOKW C/ieAyeT BbIMNOSIHUTb CleayloWme KOMaHabl:

Chown root /etc/mail/aliases chmod 500 /usr/bin/rdist
chmod 644 /etc/mail/aliases chmod 400 /usr/sbin/sync
chmod 750 /etc/security chmod 400 /usr/bin/uudecode
chmod 000 /usr/bin/at chmod 400 /usr/bin/uuencode
Takxe cnegyeT o6HynnTb pnar SGID aAns HEKOTOPbLIX UCMONHAEMbIX (DaNoB:
chmod g-s /usr/bin/mail chmod g-s /usr/bin/ipcs
chmod g-s /usr/bin/mailx chmod g-s /usr/sbin/arp
chmod g-s /usr/bin/write chmod g-s /usr/sbin/prtconf
chmod g-s /usr/bin/netstat chmod g-s /usr/sbin/swap

chmod g-s /usr/bin/nfsstat

OrpaHunyeHve KOAWYeCcTBa «BUAWMMOW M3BHE» MHPOPMaAUWMK O CUCTEME

O6blMHO, HayanbHyl MHMOPMAUMIO O CUCTEME MNOTEeHUMasbHbIN HapyluTesb MoJlyyaeT u3
CUCTEMHbIX MpUrialeHnii, BbijaBaeMbix ceTeBbiMn cnyxbamm cepsepa (telnet-cepsep, ftp-cepsep wu

np.).

Mo3TOMYy, K MepaM NOo OrpaHuM4YeHuUo KonumdecTBa "BuMAMMOW M3BHe" unHbOpMauuM O cuUcTeme
OTHOCATCSH:

e OTKas oOT cTaHgapTHoro '"3arosioBka", BbiBOAMMOro cepBepoM ftp npu oTBeTe
nosb30BaTesto.

e PepakTupoBaHue arinos /etc/issue, /etc/ftpbanner mn /etc/motd c uenblo pasbsCHEHUSN
nonb3oBaTensM npaBua M NONUTUKM AOCTyna K cepBepy ftp.

HacTpoika noacuUCTeMbl NPOTOKOAMPOBAHMA W ayauTa
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1. CnenyeT yOOCTOBEPUTCS, 4YTO TOJIBKO MOSb30BaTe/lb root MMeeT AOCTyn Ha 3ammcb ans  ¢awios
cofepXalmx MHMOpMaUU0 O NPOTOKOIMPY EMbIX COBbITUSIX.

2. Ecnv Ha HacTpavBaeMOM cepBepe ucnonb3lyeTcss web-cepeep, To crneayet ybeamtbcs, 4To
ToNbko "Bnageneu" npouecca httpd meeT gocTyn Ha 3anucb K npoTokonam httpd

3. C yyeToM BblbpaHHOW B OpraHusauum MNoJMTUKKM 6e30MacHOCTM AO0/HKHO 6bMb OrpaHUyeHo
MCMONIb30BaHMe MoAb30BaTensaMM KOMaHg Su M sudo - npepocTaBfieHMs  MNOJSIb30BaTeso
aAMWUHUCTPATMBHbBIX MOSIHOMOYMI

4, CnegyeT NpoTOKOMMPOBATb MOMbITKM UCMOJSIb30BaHMA MporpamMM su u sudo.

5. CneayeT NpOTOKONMPOBATb CeTEBble COeAMHeHMs (BKo4vas AaTy/Bpemsa coeaunHeHus, IP-
aApec KAMeHTa, YCTaHOBUBLUEro COeANHEHNE U UMSA CepBuca, 06CNy>KMBAKOLWEro CoeanHeHue).

8.2. TpeboBaHMs NO pa3MeLleHN0 TEXHUYECKMX CPeacTB C ycTaHoBAeHHbM CK3U

MNpu pasMelleHnn TeXHUUYECKUX CPeAcTB C yCcTaHoBneHHbM CK3U:

e [10/1KHbI 6bITb MPUHATBLI MepPbIl NO 3aliUTEe OT HECAHKLMOHMPOBAHHOIO AOCTYMa B MOMELLEHUS,
B KOTOPbIX pa3sMeLleHbl TEXHUYECKME CpeAcTBa C ycTaHoBsieHHbIM CK3W, MOCTOPOHHUX nny, MO poay
CBOEN AeATEeNbHOCTU He SABJSLWMXCS NepCOoHasioM, AONYLWEHHbIM K paboTe B 3TUX MOMeLWeHusX. B
cnydyae Heob6xoaMMOCTM NPUCYTCTBMSA MOCTOPOHHMX /UL B YKa3aHHbIX MOMELLEHUSIX AO0/HKEH ObITb
obecneyeH KOHTPO/b 3a MX AEUCTBUSMU U obecrneyeHa HEBO3MOXHOCTb HeraTUBHbIX AEWCTBUIA C UX
cTtopoHbl Ha CK3W, TexHuyeckme cpeacTtBa, Ha KoOTopbix 3kcnnyaTtupyetca CK3U v 3awuwaemyto
mHdopmMauuio.

e BHYTpEeHHAST MJI@aHMpPOBKA, pacnoflioXeHMe U YKOMMIIEKTOBAHHOCTb paboumx ™MecT B

noMelleHnssX AO/MKHbI obecneymBaTb MCMOMHMTENSAM  paboT, COXPAaHHOCTb AOBEPEHHbIX WM
KOHdUAEHUMANbHbIX AOKYMEHTOB M CBEAEHMUIA, BK/OYAs KJIOYEBYO MHGD OpMaLmIo.

e B cnyyae nnaHupoBaHus pasMeweHus CK3UW B noMelweHusix, raoe nNpucyTCTBYeT peuyeBas,
aKycTuyeckas n BU3yasibHas nHdopmMaums, cogepxatwas cBegeHus, cocTasnsoume
rocyaapCTBEHHYHO TaWHy, W (MAK) YCTaHOBJIEHbl TEXHMYECKMe cpeacTBa M CUCTEMbl MNpUEMa,
nepegayn, o6paboTkn, xpaHeHnss wn oTobpaxeHunsa uHbOpMaLKUKM, CcoaepXallen CcBeaeHus,
COCTaBNAKLWMNE TOCYAAPCTBEHHYK TalHy, TexXHW4yeckue cpeacTBa WMHOCTPAHHOro MpoM3BOACTBA, Ha
KOTOPbIX (YHKUMOHMPYIOT nporpamMmHble moaynn CK3W, posmkHbl 6bMb NOABEPrHyTbl CheuuanbHOM
NpoBepKe MO BbISIBJIEHUIO YCTPONCTB, NpeAHa3Ha4YeHHbIX AJ1s1 HerslacHoro nosiyvyeHus nHdopMaummn».
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9. TpeboBaHusa Mo KpunTorpaguyeckon 3saluute

JOoKHbI BbINOAHATBLCS TpE6OBaHVIF|Z
1. icnonb3oBaHMe TONIbKO JIMLEH3UOHHOIO CUCTEMHOIO nporpaMMHoOro obecnevyeHus.

2. Pazpen 16 pokymeHTa XTHAM.00087-01 91 01.
3. Mepep HayanoMm paboTbl Ao/KeH 6bMb NpoBeAeH KOHTPOJb LEeIOCTHOCTU. KOHTponeM
LLeJIOCTHOCTM AOJIKHbI 6bTb OXBauyeHbl (ainbl, ykasaHHble B n. 16.

4. HacTpoika onepaumoHHON cucTteMmbl ana pabotbl ¢ CK3UM no n. 10.1.2.

5.Mpn  wuHcTannaumm CK3UM  pomkHbl 6bTb  obecrieyeHbl OpraHM3aLMOHHO-TEXHUYECKME MEpbl MO
WUCKJIIOYEHMIO MOAMEHbI AMCTPUOYTMBA U BHECeHMs uaMeHeHnin B CK3M nocne yCTaHOBKM.

6. UckniovyeHne un3 nporpammHoro obecnedveHumss M3OBM ¢ ycTaHoBneHHbiM CK3W cpeacTts
oTNagKu.

7. Maponb, wucCnonb3yeMbin AN ayTeHTudukKauum nosib3oBaTenein, AO/MKEH coAaepXaTb He
MeHee 6 CMMBOJIOB andaBuTa MOLWHOCTUM He MeHee 10. lMepuoauYHOCTb CMEHbI Maposia - He pexe
ogHoro pasa B 3 Mecsua.

8. MeprMoaANYHOCTb TEeCTOBOMO KOHTPOAS Kpuntorpapuueckmx @yHkumn - 10 MUHYT.

9. BExxecyTouHasa nepe3sarpyska [M2BM.

10. NepmognyHocTb ocCTaHoBa [19BM ¢ ob6a3aTenbHOM MNPOBEPKOM CUCTEMbI OXNAaXAEHUS
npoueccopHoro 6noka MN3BM - 1 mecsu.

11. 3anpewaercsa M1CMNoab30BaTb pexuM npocTton 3ameHbl (ECB) TOCT 28147-89 pn4
wndpoBaHua MHMOpMaLUM, KpoMe Ko4YeBOMN.

12. JomkHO gaBaTbCs NpeaynpexiaeHue 0 TOM, UYTO MpU MUCNOJSIb30BaHUN pexunMma WngpoBaHus
CRYPT_SIMPLEMIX_MODE wmMaTepuan, obpabaTbBaeMbin Ha OAHOM  KJKO4Ye, aBTOMaTUYECKM
orpaHuymBaeTcsa BenuymHom 4 MB.

13. NMpn  dyHKUMOHUpOBaHMM CK3W  [onXKHblI BbINOMHATbLCS TpeboBaHMA 3KcnayaTauWoOHHOM
AokyMeHTauun Ha MNAK sawutel ot HCA.

14. Jo/mkHO 6bImb 3anpeleHo mcnonb3oBaHue CK3UM ansa 3awutbl TenedOoHHbIX NeperoBopoB
6e3 NpuHATMS B CUCTEME Mep MO 3awmte OT MHPOPMATUBHOCTM NOBOYHBIX KaHanoBs, cneundunyeckux
rnpu nepejaye peyu.

15. lomkHa 6bMb 3anpelieHa pabota CK3UM npu BkAOYEHHbIX B [19BM wrtaTHbIX cpeacTBax
BbIX04a B pajuoKaHan.

16. KOHTponeM LesioCTHOCTU A0IKHbI 6bTb OXBa4veHbl (ansbl:

AIX (Power PC 32 bits)

/opt/cprocsp/bin/ppc/cryptcp
/opt/cprocsp/bin/ppc/certmgr
/opt/cprocsp/bin/ppc/inittst
/opt/cprocsp/bin/ppc/csptestt
/opt/cprocsp/bin/ppc/der2xer
/opt/cprocsp/lib/ppc/libcapi?20.s0.4.0.4
/opt/cprocsp/lib/ppc/libcpext.so.4.0.4
/opt/cprocsp/lib/ppc/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc/libssp.so.4.0.4
/opt/cprocsp/lib/ppc/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/ppc/libeplib.so.4.0.4

/opt/cprocsp/lib/ppc/libecpasnl.so.4.0.4
/opt/cprocsp/lib/ppc/libocsp.so0.4.0.4
/opt/cprocsp/lib/ppc/libenroll.so.4.0.4

/opt/cprocsp/lib/ppc/libtsp.so0.4.0.4
/opt/cprocsp/lib/ppc/libtspcli.so.4.0.4
/opt/cprocsp/lib/ppc/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc64/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc64/csptestf
/opt/cprocsp/bin/ppc64/der2xer
/opt/cprocsp/lib/ppc64/libcapi20.s0.4.0.4
/opt/cprocsp/lib/ppc64/libcpext.so.4.0.4
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/opt/cprocsp/lib/ppc64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/ppc64/libasnldata.so.4.0.4
/opt/cprocsp/lib/ppc64/libssp.so0.4.0.4
/opt/cprocsp/lib/ppc6d/libpkivalidator.so.4.0.4
/opt/cprocsp/lib/ppc64/libecplib.so.4.0.4

/opt/cprocsp/lib/ppc64/libcpasnl.so.4.0.4
/opt/cprocsp/lib/ppc64d/libocsp.so.4.0.4
/opt/cprocsp/lib/ppc64/libenroll.so.4.0.4

/opt/cprocsp/lib/ppc64/libtsp.so0.4.0.4
/opt/cprocsp/lib/ppc64/libtspcli.so.4.0.4
/opt/cprocsp/lib/ppc64d/liburlretrieve.so.4.0.4
/opt/cprocsp/bin/ppc/curl
/opt/cprocsp/lib/ppc/libecpcurl.so.4.2.0
/opt/cprocsp/lib/ppc/libecpcurl.a
/opt/cprocsp/bin/ppc64/curl
/opt/cprocsp/lib/ppc64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/ppc64/libcpcurl.a
/opt/cprocsp/lib/ppc/libcsp.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ppc6d/libecsp.so0.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndmbio tui.so.4.0.4
/opt/cprocsp/lib/ppc/libecppkesll.so.4.0.4
/opt/cprocsp/lib/ppc64/libcppkecsll.so.4.0.4
/opt/cprocsp/bin/ppc/cpverify
/opt/cprocsp/bin/ppc/wipefile
/opt/cprocsp/bin/ppc/csptest
/opt/cprocsp/lib/ppc/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc/libcapil0.so0.4.0.4
/opt/cprocsp/lib/ppc/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc/cpconfig
/opt/cprocsp/sbin/ppc/mount flash.sh
/opt/cprocsp/bin/ppc64d/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64d/csptest
/opt/cprocsp/lib/ppc64/librdrrdr.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrsup.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrdsrf.so.4.0.4
/opt/cprocsp/lib/ppc64/librdrfatl2.so0.4.0.4
/opt/cprocsp/lib/ppc64/libcapill.so.4.0.4
/opt/cprocsp/lib/ppc64/libcpui.so.4.0.4
/opt/cprocsp/sbin/ppc64/unreg prov_type name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/ppc/librsaenh.so.4.0.4
/opt/cprocsp/lib/ppc64/librsaenh.so0.4.0.4
/opt/cprocsp/sbin/ppc/stunnel thread
/opt/cprocsp/sbin/ppc/stunnel fork
/opt/cprocsp/sbin/ppc/stunnel hsm
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
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MpunoxeHne 1. KOHTpO/b LENOCTHOCTM MNPOrpaMMHOro obecnedenus

B nononHeHWe K AUCTpuBYTUBY NOCTABASIOTCS CKPUMTOBble ainbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eAnTbCS B LLENOCTHOCTU AUCTPUEYTMBA A0 €ro YCTaHOBKMU.

MNporpammHoe ob6ecnedeHne CK3U Kpuntollpo CSP wumeeT cpeactBa obecrnedyeHuss KOHTpons
uenoctHocTun MO CK3U, kKoTOpble AOMKHbI BbINOJHAKTCSA Nepunognyecku.

Ecnu B pesynbrate nepuMoaMYEcKOro KOHTPOAS LENOCTHOCTM MosBNAeTCs coobueHns o
HapyLlWeHUN LeNoCTHOCTU KOHTponupyemoro danna, nonb3oBaTesnb 06s3aH npekpaTtutb paboTy u
0bpaTuTbCa K aAMMHUCTpaTopy 6e30nacHoOCTM.

AoMuHucTpaTop 6e3omacHoOCTM, MpoaHaaAu3MpoBaB MNPUYMHY, MNPUMBEALWYH K HapyLeHUIo
LLeSIOCTHOCTH, pomkeH nepeycTtaHoButb MO CK3U Kpuntollpo CSP ¢ amctpubyTuBa, WM CUCTEMHOE
no.

Moaynb cpverify no3BoAseT OCYLWEeCTBASATb KOHTPO/Ab LENOCTHOCTM YCTaHOBJIEHHOMO
nporpamMMHoro obecneyeHusi. KOHTpOAb LENOCTHOCTM (aiioB oCyLecTBASETCA NMpu 3arpyske dainna
Ha ucnosiHeHMe (M NepuoanYEecKM BO BPEMS BbINMOJIHEHMS) WM MPU PYYHOM 3arnycke Mporpammbl
KOHTPO/S LEeoCTHOCT!.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
UesnoCcTHoCcTU daina ¢ nmMmeHem filename no naroputMy algid. Ecnn He yka3saH napametp hashvalue, 10
3HayveHue XawW-dyHKUMN Ans cpaBHeHus b6epetcsa u3 danna <filename.hsh>. MapameTtp algid MoxeTt
npuHUMaTb 3HayeHusa GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He ykasaH, TO
ucnonbsyetcsa GR3411. [-inverted_halfbytes <inv>] ykasbBaeTcs, ecnu nony6anTtbl B hashvalue
nepesepyTbl. [Mo-yMonyaHuo inv ycTaHaBnmeaeTcsa B 1 ang GR3411 n B 0 gna GR3411_2012 256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbMUCAEHME 3HAYEHMA X3LW
dyHKUuMn ana danna ¢ umeHem filename. lMapameTp algid MoxeT npuHMMaTb 3HadeHums GR3411,
GR3411_2012_256 wn GR3411_2012_512. Ecnm algid He vykasaH, TOo wucnonbdyetrcsa GR3411. [-
inverted_halfbytes <inv>] yka3biBaeTcs, ecnnm Heobxoaumo nepeBepHyTb nosybaiTel B hashvalue.
Mo-yMmonyaHuto inv ycTaHaBnmBaetcd B 1 ana GR3411 u B 0 ana GR3411_2012 256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanuceiBaet ¢daiin ¢ uMmeHeM filename ¢ noMoOWbO K/OYa, B3SATOrO M3
KOoHTelHepa ¢ mMeHeM cont_name. lMone password - naposb 3awWuTbl KOHTelHepa. MNMona Provname wm
Provtype yka3biBaloT, Kakolh npoBanaep HeobxoaAMMO wucnosb3oBatb. [lone Provtype MoxeT
npuHuMmaTb 3HadveHusa 75,80 n 81. Ecnu Provtype He ykasaH, TO ucnonesyercsa 75.

cpverify -file_verify filename [signval] -timestamp date - T[poBepsieT noanucb danna c
mmeHem filename. Ecnm signval He ykasaH, TO 3HayeHue ANns cpaBHeHus bepeTca u3 danna
<filename>.sgn. B none date Heob6xoaMMO ykKasaTb AaTy, kKoraa 6biia noanucb 6blna co3gaHa, B
¢dopmaTe dd.mm.yyyy.
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MpunoxeHne 2. YnpasieHne NpoTOKOSIMPOBAHMEM

Ona BKAOYEHUS/OTKAOUEHNS 3HaYeHMe log ncnonbaymre:

a) RH7.3, RH9.0
[Onsa 3apgaHns ypoBHS MpoOTOKoOAa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apgaHmsa popmaTa npoTokona
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -format 0x19
[ns npocMoTpa MaCKu TeKyLllero ypoBHs u popmaTa npoTokoa
/usr/CPROcsp/sbin/cpconfig -loglevel cpcsp -view

b) ana RH 7.3, RH 9.0 ypoBHSA aapa
insmod drvcsp.o log_level=0x9

3HauyeHMEM MapaMeTpa YpPOBHb NMPOTOKOJa sABAsSeTCS 6BuToBas Macka:
N_DB ERROR = 1 # coobuweHunsa ob6 owmbkax
N_DB_LOG = 8 # coobuieHns o BbBOBax

3HauyeHneM napameTpa gopMmaT NpoTokona siBnseTcs 6utoBass Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWUTb HOMEpP HUTKU
DBFMT_FUNC = 8 # BbIBOAUTb UMSI DYHKLMN
DBFMT_TEXT = 0x10 # BbBOAWTb CaMo coobuieHune
DBFMT_HEX = 0x20 # BbBOAMTb HEX mamn
DBFMT_ERR = 0x40 # BbiBoanTb GetlLastError
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