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AHHOTauUuA

HacToswmin aokyMeHT onmucbiBaeT cocTtaB dyHkuum mn tectoBoe MO CK3U «Kpuntolpo CSP» u
npegHasHayeH Aans pa3paboTku npuknagHoro MO ¢ HenocpeACTBEHHbIM BbIBOBOM (yHKUMn CK3U, a
Takxe onpegenseTt TpeboBaHMs K onepaunoHHbIM CUCTEMaM Npu BCTpamBaHumn CK3U.

1. OnncaHne NporpaMMHbIX MHTEpdENCcoB

Mcnonb3oBaHWe  HU3KOYPOBHEBOro  WHTepdeica  KpunTonposanaepa, No3BOISIOLLENO
BbIMOMHATL TakvMe @YHKUMM KakK reHepauuss M paboTa c k/odyamu, wWndpoBaHue/paclundpoBaHme
AaHHbIX, X3LWWPOBAHWE W 3MIEKTPOHHASA NOAMUCb, ONUCLIBAeTcs B daine

CSP_4_0.chm - System Program Interface (CryptoAPI).

Mpu MCMNONb30BaHMM AAHHOMO TWMa AMCTPUOYTMBOB AN ayTeHTudukauum TpebyeTtcs
NCMOMb30BaThb AOMOJIHUTESIbHbIE MEXaHM3MbI.

Wcnonb3oBaHve wuHTepdeiica SSPI, obecneuuBatowero peanusauuio npotokona TLS,
obecneumBatowero paboty c naketamy 6e30MacHOCTVM Mpu BbIGOPE W MHWLMANM3ALMKM NakeTa, C
yOOCTOBEPEHUSIMM CY6bEKTOB 6e30MacHOCTM, YCTAHOBMIEHME COEAVMHEHWI, nepedady [daHHbIX,
pacnpeaefnieHve namsaTK, onucbiBaeTcs B daiine

SSPI_4 0.chm - Security Support Provider Interface (SSPI).

Ncnonb3oBaHne BbICOKOYpOBHEBOro WHTepderica CryptoAPI, obecneumBatowero Habop
dyHKUMn ana obpaboTkm cepTuUdMKaToB, CMUCKOB OTO3BAHHbIX CepTUPUKATOB, pPaCLUMPEHHOIO
MCMONb30BaHMA KJk4a, paboTbl C mnpoBanaepoM, BbIpaboTKM 3HadeHUs QYHKLUUM XILWMPOBAHUSA W
3/IEKTPOHHOM noAnMucHK, 3awundpoBaHusa U pacwmdpoBaHMa AaHHbX, paboTbl C XpaHWIULLEM
cepTUdUKaATOB N NOAAEPXKN naeHTudukatopa obbekTa, onmcaHo B danne

CAPILite_4_0.chm - CryptoAPI Lite (CAPILite).

Obwas wvHdopMauus, wucnosab3lyemas pAas Cco3haHus MoAyns MNOOAEPXKW cuuTbiBaTenewn,
HOCUTeNeln M AaTUYMKOB CJlyYyalHbIX yucen, cogepxawass HeobxoAuMble ONuUCaHus W onpeneneHus,
cogepxutcsa B daiine

reader_4_0.chm

NHTepdenc PKCS#11, peanusytowmn 6aszosoe onucaHume RSA Labs v2.30, ¢ popaboTtkamu B
COOTBETCTBMM C  TpeboBaHMAMM  MOAAEPXKW  POCCUMACKMX  CTAHAApTOB Ha  peanusaumio
Kpuntorpaunyeckmnx QyHKLUNA.

PKCS11_4_0.chm
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2. TpeboBaHMS K onepauMoHHOM cUCTeMe AN BCTPOEHHOr O NpMMeHeHUs. Linux.

CK3N pgna cBoero QyHKUMOHMpOBaHMA TpebyeT crepytowme 6ubnnotekn 6asoBoii
onepaumMoHHON CUCTEMbI:

LSB 4.0, pa3sgen III. Base Libraries

Cnncok Heobxoammbix 6MbNMoTek Mo nakeTam:

cprocsp-curl libuuid.so.1

libc.so0.6 libX11.s0.6 Isb-cprocsp-capilite
libdl.so.2 libXau.so.6 libc.so.6
libgcc_s.so.1 libxcb.so.1 libdl.so.2
libidn.so.11 libXdmcp.so.6 libgcc_s.so.1
/lib/ld-linux.so.2 libXext.so0.6 /lib/ld-linux.so0.2
libm.so.6 libXm.so.3 libm.so.6
libpthread.so.0 libXmu.so0.6 libpthread.so.0
librt.so.1 libXp.s0.6 libstdc++.50.6
libstdc++.s0.6 libXt.so.6 linux-gate.so.1
libz.so.1 linux-gate.so.1

linux-gate.so.1

cprocsp-ipsec-ike
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.5s0.6
linux-gate.so.1

cprocsp-npcades
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

cprocsp-rdr-gui
libc.so0.6
libdl.so.2
libgcc_s.so.1
libICE.s0.6
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libSM.so0.6
libstdc++.50.6

cprocsp-rdr-pcsc
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

cprocsp-rsa
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-cades
libc.so.6

libdl.so.2
libgcc_s.so.1
/lib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc1l
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libncurses.so.5
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc2
libc.so0.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-ocsp-util
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.5s0.6
linux-gate.so.1

Isb-cprocsp-pkcsii

3
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libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0

libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-rdr-fkc
libc.so.6

libdl.so0.2
libgcc_s.so.1
/lib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

Isb-cprocsp-rdr-sobol
libc.so.6
libdl.so.2

libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

rtsupcp
libc.so0.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Kpome TOoro, nakety Isb-cprocsp-capilite ana pabotbl ¢ ceTbio Heo6xoanM NMb6O MakeT Cprocsp-
curl nnb6o naket curl (nocnegHuin MOXXHO B3ATb M3 auctpmbyTtmea OC, n3 noctaBkm CSP mnu c canra
pa3pabotumka: http://curl.haxx.se/). lpu oTCyTCTBUM 3TOro naketa 6azoBas GYHKLMOHANBbHOCTb
COXpaHUTCS, HO Takune PyHKUMM paboTbl C CeTblo Kak aBToMaTuyeckoe BbikaumBaHme CRL namn 3anpoc
cepTudmkaTa Ha YL, yepe3 yTunuty cryptcp 6yayT HE AOCTYMHbL

MakeTy Isb-cprocsp-rdr-pcsc ana pabotbl co cMapT-kapTamm Heobxoaum naket libpcsclite m3
anctpubytmea OC. B 3aBMCMMOCTM OT TOro, Kakol MCnosb3yeTcs AUCTpumbyTuB Linux, Ha3BaHue
naketa mMoxeT BapbupoBaTbcs (libpcsclite, libpcsclitel).

LSB 4.0, pa3sgen VI. Commands and Utilities

Ons ycTtaHoBkn Heobxoammoro nakeTta Isb-cprocsp-base TpebytoTca yTunuThbi:
'cat’
‘chmod'
'cp'
'crontab’
'‘echo’
'fgrep'
'grep’
n'
"mkdir'

rm
'sed'

'sysctl'

'test’

'true'

'dpkg' * Tonbko ana Debian n Ubuntu

Ona ycTaHOBKWM BCexX OCTallbHbIX MakeToB 3a WCK/4YeHneM cprocsp-drv-devel pocTaTouHo
NnoAMHOXeCTBa 3TUX YTUANUT. [Ansa yCTaHOBKM cprocsp-drv-devel Takxe HeobxoauMa yTunmta

'uname'

LSB 4.x, pasgen VI. Execution Environment 16. File System Hierarchy
Heobxoammbl cnepywouwme pasgenbl CO CNefyowmnmMmm BO3MOXHOCTAMM:
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Tabnuua 2.1 - Heobxoammble pasgesbi

Mocne CTaHOBKMU nctpmbyTuea N4 HKLMWOHUPOBAHUA npoAyKTa
Jopt/cprocsp y ANCTpUGY ANS QYHKUMOHMP poay
AOCTATOYHO NpaB TOJZIbKO Ha 4UTEHUE.

Mocne yCTaHOBKM AUCTpMBYTMBA AN  (PYHKUMOHMPOBAHUA  MPOAYKTa
[I0CTaTOYHO MpaB TO/IbKO Ha YTeHME.

/etc/opt/cprocsp N
Mpn Kn3MEHEeHMM HACTPOEeK, a TaKXe MNpu onepauusax C NUMUEH3MEeN Takxe
HeobxoaAnMbl NMpaBa Ha 3anuchb.
Bo BpeMss pabotbl ¢ CSP Heob6xoauMMbl MpaBa Ha 4YTEeHME W Ha 3anuceb.
/var/opt/cprocsp
CoaepXXumMoe ANPEKTOPUN AOIKHO COXPaHATbLCS Mexay nepesarpy3kamu.

Mpn Mcnonb3oBaHUM B KAaYeCTBE OTUYXXAAEMOrO K/IHOUYEBOrO0 HOCUTENSA AUCKET OXUAAETCS, UYTO
AVNCKeTaM COOTBETCTBYIOT YCTPOMCTBA
/dev/fdO, /dev/fdl v Tak panee.

LSB 4.0, pa3zgen VIII. System Initialization 20. System Initialization 20.1. Cron Jobs
Heobxoanmo 6azoBoe (hyHKLMOHUPOBaAHME cCron .

Ons wncnonb3oBaHMs B KavecTBe OT4yXAaemoro kiw4deBoro Hocutensa USB flash drive
HeobxoaMMO GYHKLWOHMpPOBaHWE cnayx6bl udev.

LSB 4.0, pasgen X. Package Format and Installation

Heobxoamma noaaep)xka MexaHuM3aMa YCTaHOBKM rpm.
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3. TpeboBaHMA K onepaunoHHON cucTeMe A/19 BCTPOEHHOro npuMeHeHus. Solaris.

CK3N pgna cBoero QyHKUMOHMpOBaHMA TpebyeT crepytowme 6ubnnotekn 6asoBoii
onepaumMoHHON CUCTEMbI:

libc_psr.so.1 libbsm.so.1 libplds4.so
libmd_psr.so.1 libc.so.1 libpthread.so.1
libCstd_isa.so.1 libcmd.so.1 librt.so.1
libnspr_flt4.so libdl.so.1 libsasl.so.1
libCrun.so.1 libdoor.so.1 libscf.so.1
libCstd.so.1 libgen.so.1 libsecdb.so.1
libICE.s0.6 lib/libldap.so.5 libsocket.so.1
libSM.so0.6 libm.so.1 libsoftokn3.so
libX11.s0.4 libm.so.2 libssl3.so0
libXext.so.0 libmd.so.1 libthread.so.1
libXm.so.4 libmp.so.2 libtsol.so.2
libXt.so0.4 libnsl.so.1 libuutil.so.1
libXtsol.so.1 libnspr4.so libvolmgt.so.1
libadm.so.1 libnss3.s0 libz.so.1
libaio.so.1 libplc4.so
Cnncok HeobxoamMbix 6MBAMOTEK MO NakeTam:
CPROCades libm.so.2 libnsl.so.1
libaio.so.1 libmd.so.1 libnsprd.so
libc.so.1 libpthread.so.1 libnss3.s0
libCrun.so.1 librt.so.1 libnssutil3.so
libCstd.so.1 libthread.so.1 libplc4.so
libdl.so.1 libaio.so.1 libplds4.so
libm.so.2 libc.so.1 libpthread.so.1
libmd.so.1 libCrun.so.1 librt.so.1
libpthread.so.1 libCstd.so.1 libsasl.so.1
librt.so.1 libdl.so.1 libscf.so.1
libthread.so.1 libm.so.2 libsocket.so.1
libaio.so.1 libmd.so.1 libsslI3.so
libc.so.1 libpthread.so.1 libthread.so.1
libCrun.so.1 librt.so.1 libuutil.so.1
libCstd.so.1 libthread.so.1 libz.so.1
libdl.so.1 libaio.so.1
libm.so.2 CPROcurl libc.so.1
libmd.so.1 libaio.so.1 libCrun.so.1
libpthread.so.1 libc.so.1 libCstd.so.1
librt.so.1 libCrun.so.1 libdl.so.1
libthread.so.1 libCstd.so.1 libdoor.so.1
libdl.so.1 libgen.so.1
CPROcpl libdoor.so.1 libldap.so.5
libaio.so.1 libgen.so.1 libm.so.2
libc.so.1 libldap.so.5 libmd.so.1
libCrun.so.1 libm.so.2 libmp.so.2
libCstd.so.1 libmd.so.1 libnsl.so.1
libdl.so.1 libmp.so.2 libnspr4d.so
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libnss3.s0
libnssutil3.so
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
libsocket.so.1
libssl3.so
libthread.so.1
libuutil.so.1
libz.so.1

CPROkc1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROkc2
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2

libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROOCSPut
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2

CPROrdfk
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

CPROrdg
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.so0.6
libsocket.so.1
libthread.so.1
libtsol.so.2
libuutil.so.1
libX11l.s0.4
libXext.so.0
libXm.so0.4
libXt.so0.4
libXtsol.so.1
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.s0.6
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libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.so0.6
libsocket.so.1
libthread.so.1
libtsol.so.2
libuutil.so.1
libX11.s0.4
libXext.so.0
libXm.so.4
libXt.so.4
libXtsol.so.1

CPROrdp
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2

libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROrdr

libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

Kpome Toro, nakety CPROcpl gna paboTbl ¢ ceTbo HeobxoauMm nmbo naket CPROcurl wm3
noctasmkn CSP nnbo naket curl (nocnegHmin MOXHO B3aTb U3 amctpmbytmea OC, m3 noctaBkm CSP
win ¢ cauta paspabotumka: http://curl.haxx.se/). TMpu oTcyTcTBUM 3Toro naketa 6azosas
dYHKLUMNOHANBHOCTb COXPaHUTCHA, HO Takue dyHKumm paboTbl C CeTbi Kak aBToMaTuyeckoe
BblkaumBaHue CRL mnam 3anpoc ceptudukarta Ha YL, yepes ytunuty cryptcp 6yayT He AOCTYMHbL

Makety CPROrdp gnsa paboTbl CO cMapT-KapTaMm Heobxoamm nakeTt pcsclite (Hanpumep, naket
SUNWpcsclite us anctpmnbytmea OC).

TpeboBaHMst K CUCTEMHbBIM YTUAMTAM.

Ona ycTtaHoBkM Heobxoammbix naketoB CPRObase CPROrdr Heob6xoammo (yHKLMWOHUMpPOBaHME
YTUANT:

'‘cat’
'chmod'
'cp'
'crontab’
'‘echo’
'fgrep'
'grep’

n'

|l 1

mv

rm
'sed’
'sysctl'
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'test’
'true’

[N ycTaHOBKM BCeX OCTasbHbIX NAaKeToB 3a uckawdveHmem CPROdrv n CPROdrvd

AOCTATOYHO MNOAMHOXeCTBaA 3TUX YTUIUT.

YTUANT:
'‘add_drv'
'isainfo’
'rem_drv'
'sync'

Onsa yctaHosku CPROdrvd:
'‘add_drv'

'isainfo’

'rem_drv'

'sync'

'uname'

TpeboBaHusa K darnoBon cucteme.

Ons ycTtaHoBknm CPROdrv TakXxe HeobxoauMbl

Heobxoammbl cnepywouwime pasaesnbl CO CrenyowmMMmn BO3MOXHOCTAMMN:

Tabnuua 3.1 - HeobxoanMbie pasaensi

Mocne CTAHOBKM ncTpunbyTmBa ns HKLMOHMPOBaHUSA  MpoAyKTa
Jopt/cprocsp y ANCTpUBY A $yHKUMOHNP poay
[OCTaTOYHO MpaB TOJIbKO Ha YTEHMe.
Mocne ycTaHoBkM AaucTpubyTmBa 419  (PYHKLUMOHMPOBAHMSA  MpPOAYyKTa
[OCTaTO4YHO MpaB TOJIbKO Ha YTEHMe.
/etc/opt/cprocsp .
MpM U3MEHEHUM HACTPOEK, a TaKXe Mpu onepauusax C NULEH3MEN TaKxe
HeobxoaAMMblI NMpaBa Ha 3anucheb.
Bo Bpems paboTtbl ¢ CSP HeobxoauMbl MpaBa Ha UYTEHME W Ha 3aruchb.
/var/opt/cprocsp
Coaep>Xnumoe AMPEKTOPUM [AO/HKHO COXPaHATbLCS MexAay nepesarpy3kamu.

TpeboBaHusa k cnyxbam.

Heobxognmo 6a3oBoe pyHKLMOHMpPOBaHME cron.
Ona paboTbl C OTUYXAAEMbIMM HOCUTENAMM Tuna «amcketa» m «USB flash drive» Heobxogmmo

dyHKUMOHMpOBaHue cnyxbbl Volume Management.

Tpe6OBaHVIF| K CUCTEME ynpaBJieHNAa NakeTamu.

Heob6xoammo wTaTHOe PYHKLMOHMPOBAHNE CUCTEMbI YNpaBAeHUs NnakeTamu.
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4. TpeboBaHUA K UCNONb30BAHMIO DYHKLUN

Heob6xoammMo BbINONHATb KOHTpPOJIb KOAOB OUJVI60K, BO3HUKaAOLWNUX MNPpU OTKJIOHEHUAX
LWTAaTHOINo BbINOJIHEHUA KOMaHA.

Tabmuna 4.1 — [lepeueHb BO3MOXKHBIX OLIMOOK.

oT

Konx onmmoku

Kop ommoxu

Omucanne OMMOKH

(DEC) (HEX)
536871012 20000064 Maso naMsTH
536871013 20000065 He ynmanochk OTKpHITh (aiin
536871014 20000066 Ormnepalisi 0TM €HEHa TT0JIb30BaTelIeM
536871015 20000067 HexkoppekrHoe npeodpaszoBanue BA SE64
536871016 20000068 Ecim yxaszan mapametp '-help', 1o npyrux ObITh HE JOJDKHO
536871112 200000C8 YkazaH numHui Gaiin
536871113 200000C9 YKa3aH HEM3BECTHBIM KIIIOY
536871114 200000CA Yka3aHa JUIIHAS KOMaHIA
536871115 200000CB Jlisg kiroua He yKasaH napaMmerp
536871116 200000CC He yka3ana xomaHza
536871117 200000CD He yka3aH HEOOXOAMMBIH KIHOY:
536871118 200000CE YKa3aH HeBEpHBIH KIOY:
536871119 200000CF TlapameTtpom Kimo4a '-q' TODKHO OBITh HATYPAJbHOE YUCIIO
536871120 200000D0 He yxasan BxogHOH (aiin
536871121 200000D1 He yxa3zaH BeIxoHOU (aiin
536871122 200000D2 KomaHa He HCTIOJIB3yeT napaMeTp ¢ UIMeHeM (¢aiina
536871123 200000D3 He ykazan daitn coobmenmst
536871212 2000012C He ynanoch OTKPBITh XpaHWIHIIE CEPTH(HUKATOB!
536871213 2000012D Ceptr¢ukaTsl He HAMICHBI
536871214 2000012E Haiineno Gouee omHoro cepmudukara (kmoy '-1")
536871215 2000012F Komana moapa3yMeBaeT HCIOIb30BAHNE TOJBKO OJHOTO CepTH(HKaTa
536871216 20000130 HeBepHo ykazaH HOMep
536871217 20000131 Her ucmosib3yeMbix cepTidHKaTtoB
536871218 20000132 JlaHHBIN cepTHdUKAT HE MOXKET IPUMEHATHCS I 3TOW ONeparin
536871219 20000133 Ilerouka cepTrdUKaTOB HE MPOBEPEHA
536871220 20000134 Kpunronposaiisep, moaiep>KuBaloniid He0OOX0MMBIH AJITOPUTM , HE HAWJICH
536871221 20000135 Hey nauHblii BBO mapoJis KIMOYEBOTO KOHTEHHepa
536871312 20000190 He yxa3ana macka daiinos
536871313 20000191 YkazaHbl HECKOJIBKO Macok (haiioB
536871314 20000192 daiinel He HAWICHBI
536871315 20000193 3a/aHa HeBepHasi MackKa
536871316 20000194 HesepHblii 11
536871412 200001F4 Kirou '-start' ykasas, a BEIXOHOHM (hair HET
536871413 200001F5 Coneprxumoe (aitsa - He MOAMUCAHHOE COOOIIEHUE
536871414 200001F6 HewnsBecTHBIN aJIrOpUTM MO MIHCH
536871415 200001F7 CepTrdukaT aBTOpa MOANMCH HE HAWICH
536871416 200001F8 Tloanucey He HalineHa
536871417 200001F9 [omice He BepHa
536871418 20000200 ITIraM1 BpeMEHH HE BEpEH
536871512 20000258 Conepxumoe (daiina - He 3amUppoBaHHOE COOOIICHNE
536871513 20000259 HewsBecTHBIN aJTOPUTM MU POBAHUS
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Koa onmoku Koa ommoxn Omcanue ommeKn
(DEC) (HEX)
536871514 2000025A He naiineH cepTi(HKaT C COOTBETCTBYOIINM CEKPETHBIM KIIFOUOM
536871612 200002BC He ynmanoch naunmamsuposath COM
536871613 200002BD KoHTeliHeps! He HallZIeHbI
536871614 200002BE He ynmanoch MOJy4YuTh OTBET OT CEpPBEpA
536871615 200002BF CeptudukaTr He HaliicH B OTBETE cepBepa
536871616 200002C0 Daiin He COJICPKUT UACHTU(DHUKATOP 3aImpoca:
536871617 200002C1 Hexoppextnsiit aapec LIC
536871618 200002C2 IMonyuen HeBepHblii Cookie kakue yHkuuu pabotaror ¢ cookie?
536871712 20000320 CepHiiHBIH HOMEP COICPIKUT HEOMYCTUMOE KOJMIECTBO CHMBOJIOB
536871713 20000321 HesepHblil koa IpoayKTa
536871714 20000322 He ynmanocs mpoBepuTh CepHHHBIN HOMED
536871715 20000323 He ynanoch COXpaHHTh CEPUIHBIA HOMED
536871716 20000324 He ynmanocs 3arpy3uTe cepuiHBIH HOMEp
536871717 20000325 JluneHsus npocpoyeHa

MNpuMeyaHMe: KpoMe KOAOB, NMpuBEAEHHbIX B Tabnuue, npuioXxeHue MoXeT BO3BpalaTb Koj
ntoboi cUCTEMHOM OLLINBKN.
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5. Oco6€eHHOCTN UCNOIb30BaHUSA peXMMa YCUIEHHOIO KOHTPOSt MCNO/Ib30BaHUS

Knouen

PeXXuM yCWUNeHHOro KOHTPOSSA MCMNOMb30BaHUS K/OYEN, HeObXoAUMbIA ANS WUCMOAb30BaHUSA B
CK3M BHe TecToBOW 3KcnayaTauumu, OCYLIECTBASET KOHTPOJSib AOBEPEHHOCTU OTKPbITbIX KIO4YeHn,
CpoKka JAencTBMS KA4Yel noanvcu u Kaw4veBoro obmeHa, a TakXe KOPPEKTHOCTUM WMHMUManmMsauum
nporpaMmubix JCH. 3To HaknagbiBaeT AOMOSHUTENbHblIE TpeboBaHUA K BbINOJIHEHMIO psaa onepauun,
dyHKLMOHAN KOTOPbIX NPeAOCTaBSETCS KpUNTONpoBanigepoM.

1)

2)

3)

4)

@yHKUWKM, MpM BbINOJIHEHMM KOTOPbIX npeanonaraeTcsa BblpaboTka ciydalHbIX AaHHbIX
(CryptGenKey pans BpeMeHHbIX kntouen, CryptGenRandom), 6yayT Bo3BpawaTb OWKUOKY,
ecnn nporpamMmHbii ACH He 6b1 MHMUManM3MpoBaH C dusmdeckoro ACH u nposecTu
MHULMaNM3aumlo B AaHHbIA MOMEHT HEBO3MOXHO (Hampumep, B CUCTEME HE YCTaHOBJIEH HMU
oavH dusmveckun ACH). Ons ncnpasneHus ownMbKKU criegyeT Npomn3BeCcTM YCTAHOBKY XOTS
6bl ogHoro ¢wusunyeckoro ACH (Hanpumep, buo[CH, BHelwHel rammbl, annapatHoro [ACH),
nocne 4yero nNpouM3BecTU uHUUManusauuio nporpammHoro ACY oaoHUMM U3 cneayrowmx
cnocobosB:

a) BOCMOJSIb30BaTbCA YTUANTOM csptest:

# ./csptest -keyset -verifycontext -hard_rng

6) npomnsBecTun BblpaboTKy AOATOBPEMEHHOrO KJto4da ¢ nomouwbto dyHkumm CryptGenKey;
B) npomsBecTu BbBOB dyHKUMn CryptSetProvParam c cdnarom PP_USE_HARDWARE_RNG.

OyHkumsa CryptVerifySignature() npuHMMaeT Ha BXOA AECKPUNTOP OTKPbLITOro Kjwua, C
MOMOLLBID KOTOPOro npouM3BOAMTCS MpoBepka noanucu. T[py  BKAKYEHHOM pexume
YCWIEHHOIO KOHTPOJIS WMCMOJIb30BaHUA KJ/IlOYEeN AONyCTUMO nepefaBaTb 3TON (yHKU UK
OECKPUNTOPbI CleAYLWUX KYen:

a) LOeckpunTtop Kawu4a, M3BJ/IEYEHHOr0 n3 KOHTeinHepa (AT_SIGNATURE,
AT_KEYEXCHANGE).

6) deckpunTop KJk4a, MOJIYYEHHOro U3 cepTudurKaTa OTKPbLITOro kiato4da. [ns noayyeHus
3TOro geckpuntopa Heobxogmmo nonyumtb cTpykTypy CERT_CONTEXT, coaepalyto
nHdopmMaumio o] Heob6xoanMoM ceptudukare, C MOMOLLLbIO pyHKUNIA
CertCreateCertificateContext/CertFindCertificateInStore. 3aTeM TpebyeTca  BbiBBaTb
dyHkumio  CryptImportPublicKeyInfoEx, nepegaB el ykKasaTesb Ha  CTPYKTypy
CERT_CONTEXT.pCertinfo.SubjectPublickeyInfo Tuna CERT_PUBLIC_KEY_INFO. ®yHKuwus
CryptImportPublicKkeyInfoEx BepHE&T Heob6xoaMMbIA AeCKpunTop.

OYHKLUNK, UCMONb3yOLWMe A0SrOBPEMEHHbIE KtouKM, 6yayT Bo3BpalaTbh OWMOKY, B Cliy4dae
€CNIN UX CpoK pgencTemst cték. Cpok aencteuma kntodein MOCT P 34.10-2001/IOCT P 34.10-
2012 cocTtaBnser 1 rog 3 Mecsua. lMNonyuutb uHbOpMaLUD O CpoKe AEUCTBUS Kito4a
MOXHO C MNOMOWbK KOHTponbHOM naHenn Kpuntollpo CSP (3aknagka <«CepBuc» >
MpoTtecTunpoBaTb), NMbO ocCyLlwecTBUTb BbI30B GyHKUMKN CryptGetKeyParam ¢ napamMeTpom
KP_NOTAFTER.

Ons  obecneyeHuss KOHTPOSISE [OBEPEHHOCTUM CepTUMMKATOB OTKPbITbIX KJ/OYEN NpuU
ncnoneszosaHmn CK3WM nop ynpasneHnem OC Windows npu  HaauuyuMmM  KOPHEBOro
cepTudukaTa, YCTAHOBNEHHOro B JOBepeHHoe XxpaHunuuwe Kpuntollpo nokanbHOro
KoMnbtoTepa («[oBepeHHble KopHeBble cepTudukatbl Kpuntollpo CSP», “CryptoPro
Trusted Roots”, CryptoProTrustedStore), ocywecTBnseTca MOCTPOEHME LEeNoYKMU
ceptTudukaToB. B cnyyae, ecnu TaKkykl UENOYKY MOCTPOUTb HEBO3MOXHO, YHKUMA
CertFindCertificateInStore, Ha Bxog koTopoi nepepaétcsa cTpyktypa CERT_CONTEXT,
COOTBETCTBYHOLWAA HeAOBEepPeHHOMY cepTudukaTty, u dyHKkUumMa nposepkn nognucm CMS
(CryptMsgControl), B cnyyae ecnm CMS-noanucCb He COAEPXMUT yKasaHMe Ha AOBEPEHHbIN
ceptudmkaT, byayT 3aBepwaTtbca C owmnbkon. Onsa Toro, 4tobbl nzbaBuTCca OT OWMOKM,
Heobx0aANMO YyCTaHOBUTb HeOobXxoAMMbI KOPHEBOM cepTuduKaT B AOBEPEHHOE XpaHuauue
Kpuntolpo (cM. PykoBoacTtBo AaMuHucTpatopa 6e3onacHoctu Windows).
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