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1. OBLUME YKA3AHUA

1.1 dopmynsap Ha wusgenne CpeacTBo Kpuntorpaduyeckon 3awWuTbl MHGOpMaUum
"Kpuntolpo CSP", CK3MN XTHAK.00050-03, saBnsieTcs AOKYMEHTOM, YAOCTOBEPSIOLWMM
rapaHTMpOBaHHblE M3rOTOBUTENIEM OCHOBHble Xapaktepuctnkm CK3U, onpenensiowmm KOMMNIEKT
NOCTaBKW, OTpa)kawlWMM CBeAEHMS O MPOU3BOAMMbBIX W3MEHEHUSIX B KOMIMJIEKTE MOCTaBKU WU
Apyrve AaHHble 3a BeCb Nepuoa aKkcnayataumu.

1.2 2kcnnyatauma CK3UN  XKTAW.00050-03 pomkHa NpoBOAUTBCS B COOTBETCTBMU  C
3KCMJlyaTauMoOHHON AOKYMEeHTauuen, npeaycMoTpeHHonW HactodwmMm dopMynsipoM, M B
cooTBeTCcTBUM C pasgenom V "lMonoxeHus o pa3paboTke, NpOM3BOACTBE, peanmsaumn wu
aKcnlyaTaumm  wundpoBanbHbix  (Kpuntorpaduyeckmx) CpeactB  3awunTbl  MHAOpMaUMn
(MonoxxeHne-2005)".

1.3 MNopspok obecneyeHnss nHOOpPMaLMOHHOM 6e3onacHOCTM nMpu mcnonb3oBaHum CK3U
XKTAN.00050-03 onpeaensieTcs pyKoOBOAUTENEM 3KCMJyaTUPYIOLWEN oOpraHmM3aumnmM Ha OCHOBe
TpeboBaHumn no  OpraHU3auMoOHHO-TEXHUYECKNM MepaM  3alUuThbl, N3NOXEHHbIM B
3KCnJyaTaunoHHOW AoKyMeHTaumn Ha CK3WN.

1.4 Mpwn skcnnyaTtaumn CK3U XTAN.00050-03 goskHbI MCronb3oBaTbCs cepTudmKaThl
OTKPbITbIX K/tOUel, BbiMylleHHble YA0CTOBEPSAOWMM LEHTPOM, CEPTUDULMNPOBAHHBIM MO KNaccy
3allMTbl HE HUXE KJlacca 3awnTbl ucnonbsyemoro CK3N.

1.5 TMpwu BcTpamBaHmnm CK3U XTSN.00050-03 B npuknagHble cucteMbl Heob6xoAMMO Mo
TexHu4yeckoMy 3adaHuio, coriacoBaHHoMy ¢ 8 LUeHtpom O®OCB Poccun, NpoBOAUTb OLIEHKY
BNMSAHUA cpeabl dyHKuMoHnpoBaHua CK3W Ha BbiNosiHeHWe npeabsBrieHHbiX K CK3U
TpeboBaHUW B cy4dasnx:

- ecnun uHdgopmauus, obpabatbiBaemas CK3M, noanexuTt 3awmte B COOTBETCTBUM C
3aKoHoAaTenbCcTBOM Poccurickon denepaunn;

- MNpu opraHusauum 3awuTtbl MHPopMauun, obpabartbiBaemorn CK3U, B denepanbHbIX
opraHax WCNONHWUTENbHOW BACTU, OpraHax WCNOMHWUTENbHOW BNacTu CcybbekToB Poccuinckoi
®denepauunu;

- Npu opraHmsauum kKpuntorpadumyeckor 3awmtbl WHdopMauum, obpabaTbiBaeMmon
CK3M, B oOpraHusaumax He3aBUCMMO OT WX OpraHM3auMOHHO-NMPaBoOBOM QOpPMbI U (OPMbI
COBCTBEHHOCTWU MpPWU BbIMOSIHEHMM UMUK 3aKA30B Ha MOCTaBKy TOBApOB, BbIMOJSIHEHWE PaboT unn
OKazaHwue ycnyr Ans rocyAapCTBEHHbIX HYXA.

B ocTanbHbIX Cny4YasiX peKoMeHAyeTCs MpPOBOAWUTb YCTAaHOBJIEHHbIM MOPSAKOM MPOBEPKY
KoppekTHOoCTn BcCTpamBaHma CK3WN XTAM.00050-03 B npuknagHble CUCTEMbl C UENbl OLEHKU
060CHOBAHHOCTM M AOCTAaTOYHOCTU Mep, MPUHATbIX AN 3awWuTbl MHDOopMaumn, obpabaTbiBaeMo
CK3W.

MNpoBeaeHne OLEHKN BAUSAHUS NPUNTOXEHWUIA, BXOASLLMX B COCTaB ONepaLMOHHbIX CUCTEM,
He TpebyeTcs.

1.6 CK3M XTAWN.00050-03 cootBetcTByeT "TpeboBaHmaM K cpencTBaM 3S1EKTPOHHOWM
noanucu" (Mpukas ®CB PO ot 27 gekabpsa 2011 r. N 796) npu UCNONb30BaHUU:

- B CUCTEMax C aBTOMATUYECKMM co3daHMeM W (MNM) aBTOMATMYECKOM MNpPOBEPKOW
3N1IEKTPOHHON NOANMUCH;
- ucnonHeHus 3 - B coctaBe MNMAK "Kpuntolpo YL" v. 1.5 ()KTAK.00067-02, ucnonHeHue 2).

1.7 ®opmynap BXoAUT B KoMnnaekT noctaBkn CK3N XTAU.00050-03 wn ponxeH
MOCTOSSHHO XpaHWUTbCA B opraHe (noapasaeneHnn), OTBETCTBEHHOM 3a akcnnyaTaumio CK3U.

1.8 Bce 3anucu, BHOCUMble B doOpMynap, AO/MKHbI 6blTb  3aBepeHbl  Snuamm,
OTBETCTBEHHbIMWN 3a 3KcnyaTaumio CK3U.
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2. TPEBOBAHNA K SKCIIJTYATALUNN CK3U

Mpwu akcnnyaTaumn CK3U XTAN.00050-03 aommkHbI BbINOSHATLCA CrieaytoLme TpeboBaHus:

1.

Cpeactsamn CK3 HE OOMNYCKAETCA ob6pabaTtbiBaTb MHMOPMaLMIO, coaepallyto
CBefeHMnsl, COCTaBSOWME roCy4apCTBEHHYIO TalHY.

AOOMNYCKAETCSA ncnonb3oBaHne CK3U gnsa kpuntorpaduyeckon 3awmTbl NepPCOHanbHbIX
OAHHbIX.

KnioueBas nHdbopMaLma aBnseTcs KOHPUAEHUNANbHOM.

Cpok pencteus kntoda nposepku Ol- He 6onee 15 net nocne OKOHYaHUS CpPoOKa AENCTBUS
COOTBETCTBYHOLWEro knw4a JI1.

BHewHss ramMMa, uWcnosb3yemas Aansa WHULMANM3auumM COCTOsitHUS nporpaMMmHoro [CH,
ABNSeTCA KOH(PUAECHUMNANIbHOMN.

CK31 JOJIKHO MCMNOJ/Ib30BaThCA co cpeacTesamum QHTMBUPYCHOW 3aluThl,
ceptudpuumposaHHbeiMn OCB Poccun. Knacc aHTUMBMPYCHbIX CPeACTB 3aluMTbl onpegensercs
ycnoBuaMu skcnnyataumm CK3W B aBTOMaTM3MpOBaHHbIX cucTeMax. B nepuoa oTcytcTBus
ceptuduumpoBaHHbix ®CB Poccnn aHTUBUPYCHBLIX CPpeacTB AN OnepauuMoHHOW cucTeMbl i0S
ponyckaeTtcs ucnonb3oBaHne CK3WM Ha paboTawowmx non ynpasneHWeM oOnepaumoHHOMN
cucteMbl i0OS ycTponcTBax 6e3 aHTUBMPYCHbIX CPeAcTB, NpU YCNOBUWU 3arpy3ku npuioXeHUin
Ha yCTpOWCTBO, Ha KOTOPOM mncrnonb3dyetcsd CK3U, Tonbko wTaTHbIM 06pa3oMm.

PasmeweHne CK3WM B nomeweHunax, B KOTOpbIX ocylecTtBiseTca obpaboTtka wHdopmauuu,
cojepxalleil  cBeAeHWs, COCTaBAAlOWMEe roCyAapCTBEHHYIO TalHy, OCylecTBAseTcs
YCTaHOBNEHHbIM MOPAAKOM.

Mpu akcnayaTtauum CK3U XTAN.00050-03 HeobxoanMo pykosoacTBoBaTbcs MK3-2005.

Mpu 3kcnnyataumm CK3U XTAM.00050-03 Heob6x0AMMO BbIMOSHEHWE AENCTBYHOLWNX B
Poccuitickonn ®epepaunn TpeboBaHMit Mo 3awWMTe MHGOPMaAUMKU OT YTEYKM MO TEXHUUYECKUM
KaHanam, B TOM uMcne, no KkaHany ceasun (Hanpumep, CTP-K).

MHcTannauma CK3UM Ha paboumx MecTax AO/IKHA NMPoOM3BOAUTBLCS TOSIbKO C AMCTpuMbYTMBa,
MOJTIYYEHHOrO NO AOBEPEHHOMY KaHany.
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3. ObWNE CBEAEHUA NN OCHOBHbIE TEXHWHECKWNE OAHHbIE

3.1 CK3M XTHAW.00050-03 npepHasHayeHO ANa  3aWwMTbl OTKPbITOM MHGOpMauum B
MHPOPMALMOHHBIX cUcTeMax obulilero nosib3oBaHUs (BblYUCNIEHME/NPOBEPKA 3/IEKTPOHHOM
uncdpoBoi NoannUcK) M 3alimTbl KOHMUAEHUNANBHON MHMDOPMaLUMK, HE coaepXKalllell CBeAeHUNn,
COCTaB/IAOLWNX FOCYAapPCTBEHHYID TaWHy, B KOpPMOpaTMBHbIX WHQOPMALMOHHbIX CUCTEMax C
BbINOSIHEHNEM (PYHKLUNIA:

- 3allMueHHOoE XpaHEHME NOoNb30BaTE/IbCKUX KN4Yern B K/HOYEBOM KOHTeﬁHepe C
Mcnonb3oBaHNeEM LIJMCprBaHMH, MMNTO3ALWNTbI U aYTeHTM(bMKaU,MM AocTtyna,

- wudpoBaHue, BbIYUCIEHME MMUTOBCTABKM, X3WKMpPOBaHMe, (popMupoBaHMe/npoBepka
3/1IEKTPOHHOW MOAMUCK AaHHbIX B 06/1acTax NamMsaTu;

- (dopMMpoBaHME CECCUOHHbIX KoYen M knw4der obmeHa, MX MMNOPT/3KCNOpT M3/B
KJ1l0YEBOV KOHTENHEp;

- unaeHTudmkKauusa, ayteHTudukaumns, wmdpoBaHme n MMnuTo3awnTta TLS-coeanHeHun;
- ayTeHTudukaumsa B goMmeHe Windows ¢ ucnonb3osaHmem Kpuntollpo Winlogon;

- 3awwuTta IP-coeamHeHnin ¢ mcnonbloBaHmeMm npotokonoB Kpuntolpo IKE, Kpuntollpo
ESP;

- XpaHeHue KOoHduaeHumanbHOM wHMOpMaLMM C UCNONb30OBaHMEM WuUdpyoLwen
dannoson cucrtembl Kpuntollpo EFS.

3.2 CK3M XTAN.00050-03 dhyHKUMOHMPYET B NpOrpaMMHO-annapaTtHbIX cpeax:

=  Windows 2000 (ia32);
= Windows XP/2003/Vista/2008/7/2008R2/8/2012 (ia32, iab4, x64).
= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpamMmHo-annapaTHble cpeabl,
yaosnetsopsaouwme ctaHgapTty LSB 4.x:
CentOS 5/6 (ia32, x64)
Fedora 16/17 (ia32, x64)
Linpus Lite 1.3 (ia32)
Mandriva Server 5 (ia32, x64)
Oracle Enterprise Linux 5/6 (ia32, x64)
Open SUSE 12 (ia32, x64)
Red Hat Enterprise Linux 5/6 (ia32, x64)
SUSE Linux Enterprise 11 (ia32, x64)
Ubuntu 8.04/10.04/11.04/11.10/12.04 (ia32, x64)
ALT Linux 5/6 (ia32, x64);
Red Hat Enterprise Linux Version 3 Update 3 (ia32, x64);
Debian 6 (ia32, x64);
FreeBSD 7/8/9 (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple i0S 4.2.1-4.2.10/4.3.1-4.3.5/5.0.1/5.1/5.1.1/6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/
/6.1.4/7.0/7.0.1/7.0.2 (ARM);
= MacO0S X 10.6/10.7/10.8 (x64).

MpumedaHne: lMopafoK M CPOKM 3KCMayaTauun oOnepauumoHHbIX CUCTEM, B Cpeae KOTOpbIX
dyHKumoHupyet CK3U, onpeaenstoTcs NpoOn3BOANTENAMM OMEPALMOHHBIX CUCTEM.

3.3 AnropuTM 3awmdpoBaHus/pacluMdpoBaHns  AaHHbIX W BbIYUC/IEHME WMUTOBCTABKMU
peanm3oBaH B cooTtBetctBuM c [OCT 28147-89 "CUCTEMbl OBPABOTKM WHOOPMALNN.
SAWLNTA KPUNTOTPAONYECKASA".

3.4 AnropuTtMm ¢dopmumpoBaHus n nposepku DL peannsosaH B cooTBeTcTBuM ¢ TOCT P
34.10-2001. "MHOOPMALMOHHAA TEXHONOIUA. KPUMNTOIPAGNHECKAS 3ALLUNTA
NHOOPMALMWN. TMPOUECCbI ®OPMUWPOBAHUA W TMPOBEPKW 3JIEKTPOHHOU LMOPOBOU
noanncm".

3.5 Anroput™M BbIpaboTKM 3HaAYEHUS X3W-PYHKUMN peann3oBaH B COOTBETCTBUU C
FOCT P 34.11-94 "MH®OPMAUMOHHAA TEXHOJIOITMNA. KPUMNTOMPA®UYECKASA  3ALLUTA
NHOOPMALINN. ®YHKLUMNA XSWNPOBAHNA".
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3.6 CeteBas ayTeHTUduUKaumsa peanm3oBaHa Ha 6ase npotokona TLS v.1.0 (RFC 2246) c
ncnonb3oBaHueM anroputmos n.n. 3.3 -3.5.

3.7 KnioueBasa cucrtema CK3UN XTAN.00050-03 obecneumBaeT BO3MOXHOCTb MapHO-
BblIOOpPOYHON CBS3M aboHeHTOB ceTu (No Tuny "KaxAabin C KaxAabiM") C MCNOAb3OBaHMEM Ans
Kaxaonm napbl abOHEHTOB YHMKaNbHbIX KAKOYEN, CO34aBaeMblX Ha OCHOBE MpUMHUMMNA OTKPbITOrO
pacrnpeaenenmns Kauen.

3.8 ®opMupoBaHue 3aKpbITbIX Kno4yen npon3BoanNTCA Ha TUMDbI HOoCuTenen:

Hocutenn/0C Windows Windows Windows Linux FreeBSD Solaris AIX Mac | Apple
IA32 x64 IA64 0S X ios
rMA 3,5”, USB ancku + + + + + + - + -
eToken, Jacarta + + - + - - - - +
CmapTtkapTtbl PUK + - - + - - - - -
CmapTkapTta YoK + + - + - - -
CmapTtkapTbl Ockap, + + - + - - -
Maructpa
Rutoken + + - + - - - - +
ESMART Token + + - + - - - + -
CmapTkapTbl Athena + + - - - - - - -
IDProtect, INPASPOT, Cha
cardOS, Cha JCOP, MPCOS-
Gemalto
Pazpen HDD M2BM + + + + + + + + +
(B Windows -peecTp)
NaeHtndurkaTtopsl Touch- + - - - - - - - -
Memory DS1995, DS1996

Mpumevanmna 1. [JonyckaeTcs XpaHeHue 3akpbiTbiX katoden Ha HDD M3BM (B peectpe OC Windows, B pasgene HDD
npu pabote noa ynpasneHuem agpyrux OC) npu ycnoBuwu pacrnpocrtpaHeHus Ha HDD wnm Ha N3BM c
HDD TpeboBaHuii No obpalleHmio C KINOYEBbIMU HOCUTENAMMN.

2. Bce BbllenepeyncneHHble HOCUTENU AOKHbI MCMOMb30BATbCA TOMbKO KaK XPaHWMULLE K/4YeBOMn
nHdopmauum.

3. Ucnonb3oBaHue HocuTenen aApyrmx TMNOB - TOJSIbKO MO cornacosBaHuto ¢ ®CB Poccun.

3.9 ®opMMpoBaHME  3aKpbITbIX  KJOYen NnpouMsBOAMTCA C  WCMNOJIb30BaHWEM
cnenyowmx TUMOB CUNTbIBATENEN:

CuntbiBaTtenn/0C Windows | Windows | Windows Linux FreeBSD Solaris AIX | Mac | Apple
IA32 x64 IA64 0S X ios

Ounckoson/USB anckoson + + + + + + - + -

PS/SC coBmecTuMbIl + + + + - + - - +

CUHUTbIBATENb CMapT-KapT

MAK 3awmtbl oT HCA + - - - - - - - -
"Cobonb" YBAS1.00300-58-01TY;

MAK 3awmtbl oT HCA + - - - - - - - -
"Akkopa-AMA3",
4012-006-11443195-2005 TY.

YCTpONCTBO UTEHUS TabneTok + - - - - - - - -
Touch-Memory Dallas:
DS9097E, DS9097U, DS1410E

Pazpen, peectp HDD M3BM + + + + + + + + -

YctpoicTteo Apple iOS - - - - - - - - +
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3.10 dopMupoBaHue cryvariHol nocieaoBaTe/IbHOCTM NPON3BOANTCS
C ncnonb3oBaHmeM cneayrwowmx tunos ACH:

Ac4/0C

Windows
IA32

Windows
x64

Windows
IA64

Linux

FreeBSD

Solaris

AIX

Mac
0s X

Apple
ios

Buonornyecknin ACH

+

+

+

+

dusnyecknin ACH B cocTtaBe
MAK 3awmntbl oT HCA
"Cobonb" YBA/.00300-58-01 TY
nnn

RU.40308570.501410.001 NncC

+

®dusmnyeckmin ACY B cocTtase
MAK 3awmTtbl oT HCA
"Akkopa-AMA3",
4012-006-11443195-2005 TY

dusnyecknin AICH B coctaBe
MAK 3awmntbl oT HCA
ANMAas-y,
KPUMNTOH-3AMOK/Y, M-5366
KBOX.468243.067 TY

BHewHsasa ramma

+

+

+

+

+

+

+

+

MpumMeuaHme: Nicnonb3oBaHue Apyrx ceptndumumpoBaHHbiX TMNoB ACYH - Tonbko no cornacosaHuto ¢ ®Cb Poccum.

3.11 CK3U XTAN.00050-03 nocrtaBnseTcsa B NSATU UCMOSTHEHUAX, OTNINYAKOLWMNXCS
K/1laCCoM 3alunTbl M NpenocTaBAseMbIMM yCiyramm no 3awute nHpopmaumu.
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4, KOMIJIEKTHOCTb

KoMmnnekrauma mcnosHeuusn 1

HavnMmeHoBaHue

0O603HaueHue

Kpuntolpo CSP. Ba3oBble moaynw.

XTAM.00050-03 99 01

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAKM.00050-03 90 01

Kpuntolpo CSP. PykoBoacTBo aaMunHucTpatopa 6e3onacHoctn. Obwasa yacTb.

XTAM.00050-03 90 02

Kpuntolpo CSP. PykoBoacTBo aaMmnHUCTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W noa ynpasneHnem OC Windows .

XTAKM.00050-03 90 02-08

Kpuntolpo CSP. PykoBoacTBO agMUHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHne CK3U noa ynpasneHnem OC Linux.

XTAKN.00050-03 90 02-02

KpunTtolpo CSP. PykoBoacTBo aaMmnHUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHne CK3U noa ynpasnenHnem OC FreeBSD.

XTAN.00050-03 90 02-03

KpunTtolpo CSP. PykoBoacTBo aaMmnHUcTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHne CK3WM nog ynpasnenmnem OC Solaris.

XTAKN.00050-03 90 02-04

KpunTtolpo CSP. PykoBoacTBo aaMmnHuUcTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHme CK3W nog ynpasneHnem OC AIX.

XTAN.00050-03 90 02-05

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTopa 6e3onacHocTy.
Mcnonb3oBaHue CK3U noa ynpasneHmem OC Mac OS X

XTAKN.00050-03 90 02-06

Kpuntolpo CSP. PykoBoacTBo aaMunHUCTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHue CK3U noa ynpaenenmem OC iOS

XTAM.00050-03 90 02-07

KpunTolpo CSP. UHcTpykums no ucnons3osaHunio CK3W nog ynpasneHvem OC
Windows.

XT5K1.00050-03 90 03

KpunTtolpo CSP. NHcTpykums no ucnons3osaHuio CK3M noa ynpasneHuem OC iOS

XTAM.00050-03 90 03-01

Kpuntolpo CSP. PykoBoacTBO nNporpaMMmumcTa.

XTAM.00050-03 90 05

KpunTtolpo EFS. ®opmynsp.

XT4AM.00051-01 30 02

CK3U Kpuntolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Ceptudumkat CK3U (konus).

KoMnnekrtaumsa mcnosHeHus 2

HavnmMmeHoBaHue

O603HauyeHune

KpunTtolpo CSP. BazoBbie moaynu.

XTAM.00050-03 99 01

Cpe,U,CTBO 3aWunTbl OT HECAHKUMOHUPOBAHHOIoO AocCTyna

CwM. MNpumMeyaHme n. 2

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAM.00050-03 90 01

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHoctn. Obwasa vyacTtb.

XT5K1.00050-03 90 02

KpunTtolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Ncnonb3osaHne CK3W nog ynpasneHnem OC Windows .

XTAKM.00050-03 90 02-08

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHue CK3U noa ynpasneHmem OC Linux.

XTAKN.00050-03 90 02-02

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W noa ynpasneHnem OC FreeBSD.

XT51.00050-03 90 02-03

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Mcnonb3oBaHne CK3W nog ynpasneHnem OC Solaris.

XTAKN.00050-03 90 02-04

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Mcnonb3osaHne CK3W noa ynpasneHnnem OC AIX.

XT5K1.00050-03 90 02-05

Kpuntolpo CSP. UHcTpykums no ucnons3osaHuno CK3W nog ynpasneHvem OC
Windows.

XT5AK1.00050-03 90 03

Kpuntolpo CSP. APM BblpaboTKM BHELUHEN raMMbl

XT5K1.00050-03 90 04
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HavnMmeHoBaHue

0O603HaueHue

Kpuntolpo CSP. PykoBoacTBO nNporpaMMmumcTa.

XTAM.00050-03 90 05

Kpuntolpo EFS. ®opmynsp.

XT4AM.00051-01 30 02

CK3WU KpunTolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Ceptudumkat CK3U (konus).

Komnnekrauma mcnosHeHumna 3

HanMmeHoBaHue

O603HauyeHue

Kpuntolpo CSP. ba3oBblie Moayun.

XTAK1.00050-03 99 01

CpeacTBo 3aWmThl OT HECAHKLMOHMPOBAHHOIo AOCTyNa

CM. MNMpumeyaHue n. 2

CK3W Kpuntolpo CSP v.3.6.1. OnucaHue peanunsaunu

XTAK1.00050-03 90 01

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpatopa 6e3onacHoctv. Obwas yacTb.

XT5K1.00050-03 90 02

Kpuntolpo CSP. PykoBoacTBo aaMmMHUcTpaTopa 6e30nacHoCTy.
Wcnonb3oBaHne CK3W noa ynpasneHnem OC Windows .

XTAK1.00050-03 90 02-08.

KpunTtolpo CSP. PykoBoacTBO aagMUHUCTpaTopa 6e3onacHocTy.
Mcnonb3oBaHue CK3W knacca 3awuntbl KC3 nog ynpaeneHvem OC Windows .

XTAM.00050-03 90 02-01.

CK3W Kpuntolpo CSP v.3.6.1. HCTpYKUMS MO UCMONb30BaHUIO Mo
ynpasneHmeM OC Windows.

XT5K1.00050-03 90 03

KpunTtolpo CSP. PykoBoaCTBO nporpaMMucTa.

XTAKM.00050-03 90 05

KpunTtolpo CSP. APM BbIpaboTKM BHELUHEN raMMbl

XTAM.00050-03 90 04

Kpuntolpo EFS. ®opmynsp.

XT4AM.00051-01 30 02

CK3U Kpuntolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Secure Pack Rus Bepcus 3.0. ®opmynsap.

EAPM.5090005.032-01 30 01

Ceptudumkat CK3U (konus).

KoMmnnekraumsa mcnoiHeuuvsa 4

HanmeHoBaHue

0O603HauyeHue

Kpuntolpo CSP. Basosbie moaynu.

XTAKM.00050-03 99 01

CpeacTBo 3aWmThl OT HECAHKLMOHMPOBAHHOIO AOCTyNa

CM. MNpumMeyaHue n. 2

Kpuntolpo CSP. OnucaHune peanusaumu.

XTAKM.00050-03 90 01

KpunTtolpo CSP. PykoBoacTBo aaMmnHUcTpaTopa 6e3onacHocTtn. Obwas 4acTb.

XT5AK1.00050-03 90 02

KpunTtolpo CSP. PykoBoacTBo aaMMHUCTpaTopa 6e30nacHoCTy.
Ucnonb3oBaHne CK3W noa ynpasneHnem OC Windows .

XTAK1.00050-03 90 02-01.

KpunTtolpo CSP. PykoBoacTBo aaMmnHucTpatopa 6e3onacHocTy.
Mcnonb3oBaHme CK3W knacca 3awmtbl KC3 nog ynpasnennem OC Windows .

XTAKN.00050-03 90 02-01.

CK3W Kpuntolpo CSP v.3.6.1. UHCTpyKumMs no ncnonb3osaHunto CK3M nog
ynpasneHnem OC Windows.

XT5K1.00050-03 90 03

KpunTtolpo CSP. APM BbipaboTKM BHELUHEN raMMbl

XT5K1.00050-03 90 04

KpunTollpo CSP. PykoBoACTBO nNporpaMMucTa.

XTAK1.00050-03 90 05

KpunTollpo IPSec v.1.0. ®opmynsap.

XTAN.00074-01 30 01

KpunTollpo EFS. ®opmynsp.

XTAN.00051-01 30 02

Secure Pack Rus Bepcus 3.0. ®opmynsp.

EAPM.5090005.032-01 30 01
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HavnMmeHoBaHue

0O603HaueHue

CK3WU KpunTolpo CSP v.3.6.1. ®opmynsap.

XTAM.00050-03 30 01

Ceptudukat CK3U (konus).

KoMnnekraumsa ncnojsiHeHus 5

HavnMmeHoBaHue

O603HaueHue

KpunTtolpo CSP. Ba3oBble moaynu.

XTAM.00050-03 99 01

CpeacTBo 3aWmThl OT HECAHKLMOHMPOBAHHOIo AOCTyna

CM. MNpumMeyaHme n. 2

CK3W Kpuntolpo CSP v.3.6.1. OnucaHue peanusaunmu

XTAKM.00050-03 90 01

KpunTtolpo CSP. PykoBoacTBo aaMmnHucTpatopa 6e3onacHoctn. Obwas yacTb.

XTAM.00050-03 90 02

Kpuntolpo CSP. PykoBoacTBo aaMmnHucTpaTtopa 6e3onacHocTy.
Mcnonb3oBaHme CK3W noa ynpasnenHnem OC Windows .

XTAKM.00050-03 90 02-08

CK3WU Kpuntolpo CSP v.3.6.1. PykoBoACTBO aaMMHUCTpaTopa 6e30nacHoCTU.
Mcnonb3oBaHne CK3W knacca 3awmtbl KC3 nog ynpasnennem OC Windows.

XT5K1.00050-03 90 02-01

CK3WU KpunTolpo CSP v.3.6.1. UHCTpyKumMa no ncrnonb3osaHuto CK3U noa
ynpaeneHvem OC Windows.

XTAM.00050-03 90 03

Kpuntollpo CSP. PykoBoACTBO NporpaMMumcTa.

XT5KM.00050-03 90 05

KpunTollpo EFS. ®opmynsp.

XTAK1.00051-01 30 02

CK3W Kpuntolpo CSP v.3.6.1. ®opmynsp.

XTAK1.00050-03 30 01

C3W Secret Net 6. ®opmynsp.

RU.40308570.501410.006 30

Ceptudukat CK3U (konus).

MpumeyaHus.

cpefax, ykasaHHbIX B M. 3.2.

1. WUcnonHeHune 1 (ypoBeHb 3awmnTbl KC1) pyHKUMOHMPYET B NpOrpaMMHO-annapaTHbIX

NcnonHeHne 2 (ypoBeHb 3awmnTbl KC2) dyHKUMOHMPYIOT B NpOrpamMMHO-annapaTHbIX
cpefax, ykasaHHbIX B M. 3.2, 3a uckntodeHmem Apple iOS (ARM) n Mac OS X (x64).
NcnonHeHne 3 (ypoBeHb 3awmnTbl KC3) dyHKUMOHUPYET B NporpaMMHo-annapaTHbIX

cpeaax:
- OC Windows XP/2003 (ia32, x64);

- NakeT Secure Pack Rus Bepcumn 3.0.

NcnonHeHne 4 oTAMYaeTcs OT MCMNoNHeHUs 3 Ao6aBreHMEM B ¢opMe MoAyns NpoTokona

Kpuntolpo IPSec, no6asneHnem OC Windows 7/2008 R2.

WcnonHeHne 5 (ypoBeHb 3awmTbl KC3) dyHKUMOHMPYET B NpOrpamMMHO-annapaTtHbIX

cpepax:
- OC Windows 2000 (ia32);

- OC Windows XP/2003 (ia32, x64);
- C3U Secret Net 6.

2. B kauecTBe cpeacTBa 3awmMThbl OT HECAHKLUMOHNUPOBAHHOMO AOCTyNa MCMNOb3yeTcs
MporpaMMHO-annapaTHbIi KOMMAeKC ¢ GU3NYECKUM AAaTYMKOM cnyyaliHbix Yncen "Cobonp"
YBAJ1.00300-58-01 TY nnun RU.40308570.501410.001 NC.

AnnapaTHO-NPOrpaMMHbI MOAYNb AOBEPEHHOW 3arpy3ku yHuUBepcanbHbii M-5266

KPUMNTOH-3AMOK/Y KBAX.468243.067 TY

B nporpamMmHo-annapaTHbix cpegax ¢ OC Windows MOXET MCMosib30BaThCs Takxe
MporpamMmHo-annapaTtHoe cpeacTtso "Akkopa-AMA3" 4012-006-11443195-2005 TY.

lMocTtaBka - MO COrnacoBaHUIO C NOJb30BaTENEM.

3. KoMnnekT AOKyMeHTaumMu npegHasHayeH aaMmHucTpaTtopam 6e3onacHoCTy U paspaboTumkam
NMpPUKIaAHOro NporpaMMHoOro obecneyeHus, ncnonbaytowero CK3U.

10
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4. MNMporpaMMHoe obecrneyeHne N JOKyYMeHTaumsa ans Bcex ucnosHeHmin CK3U nocraensertcs
€ANHbIM ANCTPNOYTMBOM B 351EeKTPOHHOM Buae B hopmate PDF (Adobe Acrobat Reader) Ha

CD-ROM, dopmynsp n konus ceptudukaTta, 3asepeHHas 000 "KPUNTO-MPO", - B
neyaTtHoOM Buae.

5. Ncnonb3oBaHue BapuaHTa ncrnosHeHms CK3M B KOHKpETHOM NporpaMMHo-annapaTHOM
cpefe orpaHMyMBaeTCs INLEH3NEN.

6. Mcnonb3oBaHue Moaynein IPSec ocywecTBAsSET 3aWmUTy MHMOOPMaLMK MPU BbIXOAE B KaHan

CBSI3M. YKa3aHHble MoAynM MOryT 6bITb UCMOAb30BaHbl TONIbKO Npu paspaboTtke CK3U B
cooTBeTCcTBMK C MK3-2005.

11
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5. AMMAPATHO-IMPOIrPAMMHOE CPEACTBO 3ALWNTBI OT HCA

N3penue "Kpuntollpo CSP", XTAW. 00050-03, BapnaHT UCMNOSIHEHUSA __ YKOMIJIEKTOBAHO
annapaTHO-MporpaMMHbIM  CPeACTBOM  3aWuMThbl  MHGOpMauMm OT HECAHKUMOHMPOBAHHOIO
Aoctyna.

HanmeHoBaHue cpeactea, TY CepuiiHbliA HOMep, AaTa BbiMycka

M.T1. naBHbIn nHxeHep OO0 "KPUMTO-MPO"

12
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6. CBUOETEJIbCTBO O NMPUEMKE

N3penue "Kpuntolpo CSP", XXTAN.00050-03,

cepuiiHbin N auctpnbyTuBa

HocuUTEenwu:
O CD-ROM wT.

COOTBETCTBYET 3TaJIoHy, XxpaHsawemyca B 00O "KPUMTO-MPO", M npusHaHO roAHbIM Ans
aKCnJyaTauum.

[ata Bbinycka: " " 20 r.

M.. FnaBHbIN nHXeHep OO0 "KPUATO-MPO"
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7. CBUOETENBCTBO OB YINAKOBKE

N3penue "Kpuntolpo CSP", XXTAN.00050-03,

cepuiiHbin N auctpnbyTuBa

yrnakKoBaHo B
O 6yMaXkHbI1 KOHBEPT
O kopobky
O nnacTUKOBbIA KOHBEPT
O

JaTta ynakoBku: " " 20 r.

YnakoBKYy Npoun3Bers

14
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8. TAPAHTUN U3TOTOBUTEJTIA (MOCTABLLUUKA)

8.1 Monb3osaTenb an06peTaeT mn3pgenne n HeCeET OTBETCTBEHHOCTb 3a €ro UcCnoJsib30BaHME B
COOTBETCTBUN C peEKOMEHAALUNAMU, USJTOXXEHHbIMAU B 3KCI'IJ'IyaTaLl,MOHHOl71 AOKYyMEHTauunn.

8.2 MMpeanpusiTMe-U3roToBUTENb FapaHTUpyeT paboToCnoCo6HOCTb U3AeNnnst B COOTBETCTBUU C
3a8B/IEHHbIMU XapaKTEPUCTUKAMM.

8.3 B cny4dae BbIIBNEHMA B MNPOrpamMmMHOM obecneyeHunn ,CI,eCDEKTOB, HE CBA3aHHbIX C
HapyweHuneM npaBun 3Kcnayataunn, TPaHCOOPTUPOBaAHUA W XpaHEHUA, U3JENNE NOANEXUT
peknamauunun. lNpeanpusatTne-msroToBUTENb 06;|3yeTc;| no nonyyvyeHmm pexknamaunun B BO3MOXHO
KOpOTKMVI CPOK YCTpPaHWUTb ,U,ereKTbI CBOMMK CnnaMm n CcpeacrtesaMmn BnJ1IoTb 40 NOCTaBKM HOBOIO
n3aennd, a Takxe npuHATb Mepbl, NCKTIOYalWNMe 3T Ll,e(beKTbI B nocneayrwnx aKsemnaapax
n3aennd.

8.4 [apaHTUIHbLIN CpoK m3gennsa — 12 MecsiueB C MOMEHTa MoCTaBKu Npu yCnoBum cobnogeHms
nosib3oBaTtenem TpeboBaHMI 3KCMyaTauMOHHOMN AOKYMEHTAUUMN Ha U34enme.

MpumeyaHme. TpuM OTCYTCTBMM [AaHHbIX O AaTe MOCTaBKU wM34enusl rapaHTURHbIA CpOK
oTCUMTbIBaeTCa OT AaTbl €ro BbiMyCKa, YKas3aHHOW B pasgene 6
"CBnaetenbCcTBo 0 npuemke"

8.5 [aHHble 0 nocTaBke (NpoAaxe) u3aenus:

(HauMeHoBaHWe opraHusaumu-nocTaswmka (Npoaasua) nlgenms)

n n

[aTa nocraBku:

M.T.

(noanwucsb)
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9. CBEAEHWNA O PEKJTAMALUNAX

9.1 Peknamauum, CBA3adHHbIE C 3KCI'IJ'IyaTaLI,VIeVI n3gennd,  OOJIXKHbl HanpaBnATbCA
npeanpunaTnio-m3rotoBnuTeNo B NMCbMEHHOM BUAE NO agpecy:

127018 r. MockBa, a/sa KPUMTO-IMPO.
9.2 Cpok paccMoTpeHust peknamaumm — 1 (0AMH) Mecsy Co AHS NOAYYEHUS peknamauuu.

9.3 lpn HECOOTBETCTBUM MOCTaB/SIEMOr0 W3AenMsl, €ro Tapbl, YMakKoBKW, KOHCepBauuw,
MapKMPOBKM M KOMMJIEKTHOCTM TpeboBaHWSAM COMPOBOAMTENbHON [OKYMEHTALUWM, NoSib30BaTeNb
06A3aH HanpaBuTb peKlamMauuio npearnpuUaTUIO-U3roTOBUTEND B TedeHun 60 AHEl co AHSA
NoCTaBKW U3AENUS.

9.4 [lpeanpuaTne-mnsrotToBuTeNb MNPUHMMAET peknamMauuilo, ecim He YCTaHOBJIEHa BMHA
nony4daTtens B BO3HWKHOBEHUN AedeKTa B Usgenmu.

9.5 CseneHus o peknamaumnax dukcnpyroTcsa B Tabnuue 1.

Ta6bnuua 1
DaTa CoaepaHue peknaMaumm Mepbl, NpUHATbIE Moanuck
no peknamaumm OTBETCTBEHHOIO
nvua
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10. CBEAEHWA O XPAHEHWW

[laTa ycTaHOBKM Ha
XpaHeHue

[aTa cHATuA ¢
XpaHeHus

YcnoBusa xpaHeHus

[onxXkHoCTb, pamunns
M NOANWUCH OTB. NMua
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11. CBEAEHWNA O 3AKPEIMJIEHUN N3OENNA NMPU SKCITJTYATALNN

[JonKHOCTb
OTBETCTBEHHOIO
nvua

damunnna
OTBETCTBEHHOIO
nmua

Homep un pata
npukasa o
HasHayeHun

Homep v pata
npvkasa o6
ocBoboxaeHnn

Moanuce
OTBETCTBEHHOIo
nmua

18
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LOMMKHOCTD, Moanucb nuua,
aMuUIna m OTBETCTBEHHOIO
N° OcHoBaHue (Bx. N2 [aTta CoaepxaHue naMeHeHus nocgnMCb ua 33
n/n | COMPOBOAWTENbHON | NPOBEAEHMA OTBETCTBEHHOTO 3KCMayaTaLumio
0 AOKYMEeHTa U M3MeHeHus 33 M3MeHeHUs nsgenus
aaTta)
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13. OCOBbIE OTMETKW
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